
Welcome to Auto-ISAC!

Monthly Virtual Community Call

July 7, 2021



27 July 2021

Auto-ISAC Antitrust Statement
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From: https://www.us-cert.gov/tlp

DHS Traffic Light Protocol (TLP) Chart
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Agenda

Time (ET) Topic

11:00
Welcome
➢ Why We’re Here

➢ Expectations for This Community

11:05

Auto-ISAC Update
➢ Auto-ISAC Activities

➢ Heard Around the Community

➢ What’s Trending

11:15 DHS CISA Community Update

11:20
Featured Speaker: 

▪ Ben Willis, Principal Security Engineer, HackerOne

11:45
Around the Room
➢ Sharing Around the Virtual Room

11:55 Closing Remarks
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Welcome - Auto-ISAC Community Call!

Purpose: These monthly Auto-ISAC Community Meetings are an opportunity for you, our 

Members & connected vehicle ecosystem Partners, to:

✓ Stay informed of Auto-ISAC activities

✓ Share information on key vehicle cybersecurity topics

✓ Learn about exciting initiatives within the automotive community from our featured 

speakers

Participants: Auto-ISAC Members, Potential Members, Strategic Partners, Academia, Industry 

Stakeholders and Government – the whole of the automotive industry

Classification Level: TLP:GREEN - May be shared 

within the Auto-ISAC Community and “off the record”

How to Connect: For further info, questions or to add 

other POCs to the invite, please contact us!  

(sharmilakhadka@automotiveisac.com)

mailto:lisascheffenacker@automotiveisac.com
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❖ Join
❖ If your organization is eligible, apply for Auto-ISAC membership

❖ If you aren’t eligible for membership, connect with us as a Partner

❖ Get engaged – “Cybersecurity is everyone’s responsibility!”

❖ Participate
❖ Participate in monthly virtual conference calls (1st Wednesday of month)

❖ If you have a topic of interest, let us know! 

❖ Engage & ask questions!  

❖ Share – “If you see something, say something!”
❖ Submit threat intelligence or other relevant information

❖ Send us information on potential vulnerabilities

❖ Contribute incident reports and lessons learned 

❖ Provide best practices around mitigation techniques

15
Innovator 
Partners

21
Navigator 
Partners

Coordination with 26
critical infrastructure ISACs 

through the National Council of 
ISACs (NCI)

Membership represents 99%
of cars and trucks on the road in 

North America

22
OEM Members

41 Supplier &
Commercial 

Vehicle Members

Engaging in the Auto-ISAC Community
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2021 Board of Directors

Kevin Tierney
Chair of the 

Board of the Directors

GM

Josh Davis
Vice Chair of the 

Board of the Directors

Toyota

Jenny Gilger
Secretary of the 

Board of the Directors

Honda

Tim Geiger
Treasurer of the 

Board of the Directors

Ford

Todd Lawless
Chair of the 

Advisory Board

Continental

2021 

Advisory 

Board (AB) 

Leadership Todd Lawless
Chair of the 

Advisory Board

Continental

Michael Feiri
Vice Chair of the 

Advisory Board

ZF

Larry Hilkene
Chair of the CAG

Cummins

Executive Committee (ExCom)

Chris Lupini 

Chair of the SAG  

Aptiv
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Member Roster 

as of July1, 2021

Aisin Infineon Oshkosh Corp

Allison Transmission Intel PACCAR

Aptiv John Deere Electronic Panasonic

Argo AI, LLC Kia Polaris

AT&T Knorr Bremse Qualcomm

Blackberry Limited Lear Renesas Electronics

BMW Group LGE Stellantis

BorgWarner Luminar Subaru

Bosch (Escrypt-Affiliate) Magna Sumitomo Electric

Continental (Argus-Affiliate) MARELLI Tokai Rika

Cummins Mazda Toyota

Denso Mercedes-Benz TuSimple

Ford Meritor Valeo

Garrett Mitsubishi Motors Veoneer

General Motors (Cruise-Affiliate) Mitsubishi Electric Volkswagen

Geotab Mobis Volvo Cars

Google Motional Volvo Group

Harman Navistar Waymo

Hitachi Nexteer Automotive Corp Yamaha Motors

Honda Nissan ZF

Hyundai NXP

62 Members
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Business Administration

➢ Members ONLY Activities: TLP:AMBER

➢ Auto-ISAC Members Teaching Members: Wednesday, July 21, 2020, 10-11:30 am ET

o Guy Harpak, Head of Product Security, Mercedes-Benz R&D

o Presentation Topic: “OEM Perspective on Ongoing Defense for the Fleet: Goals, Motivation, Challenges and 

Methods for Setting up Fleet Security Operations.”

➢ Community Activities:TLP:WHITE

➢ Community Call Speaker: Wednesday, August 4th, 2021, 11-12 pm ET: 
o Suzanne Lightman, Sr. Advisor, Information Security, NIST

o Presentation Title: TBA

➢ Auto-ISAC Mid-year Community Call Survey: COMPLETE

➢ Auto-ISAC Annual Cybersecurity Summit: TLP:WHITE
➢ Hybrid, October 13-14, 2021, 8:00 am – 5:00 pm

➢ GM Titanium Sponsor at RenCen, Detroit, MI
➢ REGISTER!!! Early Bird Special Ends July 31st !
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Auto-ISAC Intelligence

➢ Know what we track daily by subscribing to the DRIVEN

▪ Send feedback, contributions or questions to analyst@automotiveisac.com

➢ Know our strategic perception of and outlook for the cyber threat environment by 
reading the 2020 Threat Assessment in the Auto-ISAC 2020 Annual Report. The 2021 
Annual Report and Threat Assessment are in production

▪ Email us to request the report, provide feedback, or ask questions

➢ Intelligence Notes

▪ Near the start of the US Independence Day holiday weekend, Kaseya urged its
customers to immediately shut down on-premises servers running its VSA endpoint
management and network monitoring tool due to an active cyberattack reportedly
perpetrated by REvil ransomware operators. The ransomware group requested $50
million for a universal decryptor.

mailto:staff@automotiveisac.com?subject=Please%20Unsubscribe%20Me%20from%20DRIVEN
mailto:analyst@automotiveisac.com
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Auto-ISAC Intelligence

➢ Intelligence Notes Continued… 

▪ Kaseya reported fewer than 60 of its 36,000 customers were impacted by the
ransomware.

▪ Kaseya estimated fewer than 1,500 businesses downstream from its Managed
Service Provider (MSP) customers were impacted by the ransomware.

▪ The threat actors appear to have leveraged an authentication bypass flaw affecting
the VSA web interface to upload a malicious payload and execute arbitrary code on
compromised systems.

▪ Security expert Kevin Beaumont stated the ransomware was pushed via an
automated, fake, and malicious software update using Kaseya VSA, also called
Kaseya VSA Agent Hot-fix.

Sources: Securityweek, ZDNet

https://www.securityweek.com/hackers-demand-70-million-kaseya-ransomware-victim-toll-nears-1500-firms
https://www.zdnet.com/article/kaseya-ransomware-supply-chain-attack-everything-you-need-to-know-updated/
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Auto-ISAC Intelligence

➢ Intelligence Notes Continued…

▪ Automotive companies should seek to maintain visibility of the cybersecurity

posture of their suppliers, share information downstream, and assist them with

implementing best practices and/or executing incident response, when able

▪ Kaseya was working on patching vulnerabilities related to the attack after being

notified by researchers, but the threat actors located and exploited the

vulnerabilities before it could implement the fixes

▪ Automotive companies’ cybersecurity teams are aware software often contains

unknown vulnerabilities. They should consider what steps they are taking to locate

and eliminate significant vulnerabilities before threat actors exploit them to conduct

attacks
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TLP: WHITE – CISA Current Activity (CA) – CISA Begins Cataloging

Bad Practices that Increase Cyber Risk

▪ Announced by CISA Executive Assistance Director (EAD) Goldstein 

in his blogpost

▪ Focuses on the importance of organizations to stop bad practices

▪ Will be updated over time based on feedback from risk managers 

and cybersecurity professionals

▪ See:

▪ https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/06/29/cisa-

begins-cataloging-bad-practices-increase-cyber-risk

▪ https://www[.]cisa[.]gov/blog/2021/06/24/bad-practices

https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/06/29/cisa-begins-cataloging-bad-practices-increase-cyber-risk
https://www[.]cisa[.]gov/blog/2021/06/24/bad-practices
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TLP: WHITE – CISA CA - CISA’s Cybersecurity Evaluation Tool

(CSET) Tool Sets Sights on Ransomware Threat

▪ New CSET Module – Ransomware Readiness Assessment (RRA)

▪ RRA is a self-assessment based on a tiered set of practices to allow 

organizations to determine how well they are to defend and recover 

from a ransomware attack

▪ RRA tailored to varying levels of ransomware threat readiness

▪ See:

▪ https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/06/30/cisas-cset-tool-

sets-sights-ransomware-threat

▪ https://github[.]com/cisagov/cset/releases/tag/v10.3.0.0

https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/06/30/cisas-cset-tool-sets-sights-ransomware-threat
https://github[.]com/cisagov/cset/releases/tag/v10.3.0.0
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TLP: WHITE – CISA CA – PrintNightmare, Critical Windows Print

Spooler Vulnerability

▪ Released on June 30 based on CERT/CC VulNote for a critical remote code 

execution in the Windows Print Spooler Service; updated on July 1 and July 2 to 

highlight Microsoft guidance for workarounds and mitigation.  Security updates 

released by Microsoft on July 6.

▪ CISA encourages administrators to disable the Windows Print spooler service in 

Domain Controllers and systems that do not print

▪ Resources:

▪ https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/06/30/printnightmare-critical-

windows-print-spooler-vulnerability

▪ https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/07/06/microsoft-releases-out-

band-security-updates-printnightmare

https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/06/30/printnightmare-critical-windows-print-spooler-vulnerability
https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/07/06/microsoft-releases-out-band-security-updates-printnightmare
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TLP:WHITE – CISA CA – Kaseya VSA Supply-Chain Ransomware

Attack

▪ CISA-FBI coordinating efforts to provide guidance for MSPs and their 

customers affected by the Kaseya VSA supply-chain ransomware attack

▪ Guidance to affected entities includes the download and use of the 

Kaseya VSA Detection Tool

▪ https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/07/04/cisa-fbi-

guidance-msps-and-their-customers-affected-kaseya-vsa

▪ https://Kaseya[.]app[.]box.com/s/0ysvgss7w48nxh8k1xt7fqhbcjxhas40

▪ https://helpdesk[.]Kaseya[.]com/hc/en-gb/articles/4403440684689

https://us-cert[.]cisa[.]gov/ncas/current-activity/2021/07/04/cisa-fbi-guidance-msps-and-their-customers-affected-kaseya-vsa
https://kaseya[.]app[.]box.com/s/0ysvgss7w48nxh8k1xt7fqhbcjxhas40
https://helpdesk[.]kaseya[.]com/hc/en-gb/articles/4403440684689
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TLP: WHITE – Additional Resources From CISA

▪ CISA Homepage - https://www[.]cisa[.]gov/

▪ CISA News Room - https://www[.]cisa[.]gov/cisa/newsroom

▪ CISA Blog - https://www[.]cisa.gov/blog-list

▪ CISA Publications Library - https://www[.]cisa[.]gov/publications-library

▪ CISA Cyber Resource Hub - https://www[.]cisa[.]gov/cyber-resource-hub

▪ CISA Vulnerability Management (formerly known as the National Cyber 

Assessment and Technical Services (NCATS) program) - https://www[.]us-

cert[.]gov/resources/ncats/

▪ CISA Cybersecurity Directives - https://cyber[.]dhs[.]gov/directives/

▪ CISA COVID-19 Response – https://www[.]cisa[.]gov/coronavirus

https://www[.]cisa[.]gov/
https://www[.]cisa[.]gov/cisa/newsroom
https://www[.]cisa.gov/blog-list
https://www[.]cisa[.]gov/publications-library
https://www[.]cisa[.]gov/cyber-resource-hub
https://www[.]us-cert[.]gov/resources/ncats/
https://cyber[.]dhs[.]gov/directives/
https://www[.]cisa[.]gov/coronavirus
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For more information:

cisa.gov

Questions?

CISAServiceDesk@cisa.dhs.gov

1-888-282-0870
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Auto-ISAC Community Meeting Featured Speaker

Why Do We Feature Speakers?
❖ These calls are an opportunity for information exchange & learning

❖ Goal is to educate & provide awareness around cybersecurity for the connected vehicle

What Does it Mean to Be Featured?
❖ Perspectives across our ecosystem are shared from Members, government, academia, 

researchers, industry, associations and others.

❖ Goal is to showcase a rich & balanced variety of topics and viewpoints 

❖ Featured speakers are not endorsed by Auto-ISAC nor do the speakers speak on behalf of Auto-ISAC

How Can I Be Featured?
❖ If you have a topic of interest you would like to share with the broader Auto-ISAC 

Community, then we encourage you to contact us!

2000+
Community 
Participants

30+ 
Featured 

Speakers to 
date

7 Best 
Practice 
Guides 

available on 
website



Featured Speaker
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Ben Willis is a Principal Software Engineer at
HackerOne, the most trusted hacker-powered security
platform. He takes leadership positions across
engineering in Product, Data, and Security teams to
scale processes, execution, and direction.

Prior to HackerOne, he founded three companies and
led product and engineering within the e-commerce,
telecommunications, and hospitality industries. He
studied Computer Engineering Technology and AI with
a focus on Computer Vision at Rochester Institute of
Technology (RIT).

Meet The Speaker- Ben Willis

Principal Security Engineer, HackerOne



Hacker-Powered Data: The Most 

Common Security Weaknesses 

and How to Avoid Them
Ben Willis
Principal Security Engineer 
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About Me

Manilla

Engineering & 

Security Team

2 Startups

Head of Engineering

Rochester Institute of 

Technology (RIT)

Computer Engineering 

Technology & AI Vision

Teldio

Co-Founder & 

Head of 

Engineering

HackerOne

Principal Security 

Engineer, NA

Ben Willis



1M+

Hackers 

~250,000

Valid Reports

2,000+

Customer Programs

$160 Million+

In Bounties Paid

About HackerOne



About You

What is your experience working with hackers? In the chat...

● Enter 1: I work with hackers through a bug bounty or vulnerability disclosure 

program

● Enter 2: I have had hackers reach out to my company’s security@ email, but I 

don’t have a formal process for working with hackers

● Enter 3: I sometimes hear from hackers through another channel like 

Twitter, and I don’t have a formal process for working with hackers

● Enter 4: I am a hacker

● Enter 5: Unknown
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Let’s define “hacker”



What does the internet think about hackers?

29
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WHAT IS A HACKER?

Hacker: 
NOUN

one who enjoys the intellectual 
challenge of creatively 
overcoming limitations. 



WHAT IS A HACKER?

● Hackers can now be seen in countries like 

Panama, New Zealand, Hungary, Senegal, 

Cuba, Vietnam, and Venezuela.

● Hackers across the globe have found nearly 

250,000 valid vulnerabilities in total.

● Nearly 40% of hackers devote 20 hours or more

per week to their search for vulnerabilities.

31

WHY THEY HACK

To be challenged

To earn money

To protect & defend

To do good in the world

HackerOne Hacker Powered Security Report

https://www.hackerone.com/blog/introducing-4th-annual-hacker-powered-security-report


Leveraged 
hackers 
supplement 
security teams

@nahamsec



Cloud Security 
Engineer at 
AWS

33

First Year CS 
Student

Pentester 
Consultant

Product 
Security 
Engineer at 
Shopify

HackerOne’s extended security team
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Empower the World

to Build a

Safer Internet.



Weakness Data



“
A diversity of information sources is what 
drives value of our intel sharing and analysis 
capabilities

36

Auto-ISAC
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OWASP Top 10
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OWASP Top 10 Methodology

＞ Publicly survey data from multiple data 
sources

＞ Yearly performed
＞ 2 additional categories are sourced 

from industry expert
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HackerOne Top 10

1. Cross-site Scripting (XSS)

2. Improper Access Control 

3. Information Disclosure

4. Server-Side Request Forgery (SSRF)

5. Insecure Direct Object Reference (IDOR)

6. Privilege Escalation

7. SQL Injection

8. Improper Authentication 

9. Code Injection

10. Cross-Site Request Forgery (CSRF)
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Total Bounties Paid By Weakness Type
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Automotive & 

Ground 

Transportation

Computer 

Hardware & 

Peripherals

Travel & 

Hospitality

Internet & Online 

Services

Cross-site Scripting (XSS) 12% 12% 34% 16%

Improper Access Control 12% 12% 10% 12%

Information Disclosure 24% 24% 19% 16%

Server-Side Request Forgery (SSRF) 10% 10% 4% 23%

Insecure Direct Object Reference (IDOR) 21% 21% 10% 9%

Privilege Escalation 9% 9% 3% 9%

SQL Injection 2% 2% 3% 5%

Improper Authentication 10% 10% 13% 4%

Code Injection 0% 0% 3% 3%

Cross-Site Request Forgery (CSRF) 1% 1% 2% 3%

Top 10 By Industry



Technical 
Exploitability

43

Hacker 
Discoverability

Severity

Impact

Anatomy of a Vulnerability
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% Found > Discoverability

% Bounties > Impact



Discoverability Impact

34%

40%

19%

7%

% Findings Bounties ($)

Critical

High

Low

Medium
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Average Bounty Per XSS Report
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https://hackerone.com/reports/281283

$1,000
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https://hackerone.com/reports/340431

$1,000
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Total Bounty Amount by 

Weakness Type
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OWASP Top 10

1. Injection

2. Broken Authentication

3. Sensitive Data Exposure

4. XML External Entities (XXE)

5. Broken Access Control

6. Security Misconfiguration

7. Cross-Site Scripting (XSS)

8. Insecure Deserialization

9. Using Components with Known 

Vulnerabilities

10. Insufficient Logging and 

Monitoring

HackerOne Top 10

1. Cross-site Scripting (XSS)

2. Improper Access Control

3. Information Disclosure

4. Server-Side Request Forgery (SSRF)

5. Insecure Direct Object Reference 

(IDOR)

6. Privilege Escalation

7. SQL Injection

8. Improper Authentication

9. Code Injection

10. Cross-Site Request Forgery (CSRF)
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HackerOne Auto & Ground Top 10

1. Information Disclosure

2. Insecure Direct Object Reference (IDOR)

3. Cross-site Scripting (XSS)

4. Improper Access Control

5. Server-Side Request Forgery (SSRF)

6. Improper Authentication

7. Privilege Escalation

8. SQL Injection

9. Cross-Site Request Forgery (CSRF)

10. Code Injection



Weakness Analysis & 

Comparison
Looking at OWASP Top 10, HackerOne Top 10 or others



COMPUTER SOFTWARE HACKERONE

Cross-site Scripting (XSS) 13% 5%

Improper Access Control 36% 4%

Information Disclosure 11% 24%

Server-Side Request Forgery (SSRF) 4% 1.3%

Insecure Direct Object Reference (IDOR) 7% 3%

Privilege Escalation 12% 3%

SQL Injection 2% 0%

Improper Authentication 6% 10%

Code Injection 7% 0%

Cross-Site Request Forgery (CSRF) 3% 3%

HackerOne’s Top 10

54
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Opportunities to learn

＞ Overlaps in data sets within OWASP Top 10 can 
show you broad industry and potential threats 
to your environment

＞ Overlaps in data sets within HackerOne Top 10
can show you more discoverable and 
impactful vulnerabilities

＞ Overlaps in data sets within Industry can show 
technology challenges within weakness 
types
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Opportunities to share

＞ Weaknesses missing from data sets within OWASP Top 
10 can show you not applicable or strengths in your 
security posture

＞ Weaknesses missing from data sets within HackerOne 
Top 10 can show you not applicable or areas of 
hardened attack surface

＞ Weaknesses missing from data sets within Industry
can show you opportunities to share your strategies
with your extended security team



AUTOMOTIVE & GROUND 

TRANSPORTATION YOUR ORGANIZATION

Cross-site Scripting (XSS) 12% 31%

Improper Access Control 12% 8%

Information Disclosure 24% 13%

Server-Side Request Forgery (SSRF) 10% 3%

Insecure Direct Object Reference (IDOR) 21% 15%

Privilege Escalation 9% 6%

SQL Injection 2% 5%

Improper Authentication 10% 8%

Code Injection 0% 4%

Cross-Site Request Forgery (CSRF) 1% 6%

?

Your Top 10

57



Key Takeaways

Data, analysis and sharing
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Hackers are an extension to your 

security team to share data with.
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Diverse data helps you see

opportunities to learn or share.
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Data analysis can lead to better 

priority decisions with development 

teams.



62

If you want to learn more...

＞ The 2021 Hacker Report

＞ The Top 10 Vulnerabilities Report

＞ 5 Ways CISOs Derive Value From Hacker-

Powered Security

＞ Security Leaders Handbook

ben@hackerone.com

22 4th St, 5th Fl

San Francisco, CA 94103

HackerOne

hackerone.com

@Hacker0x01

https://www.hackerone.com/resources/reporting/the-2021-hacker-report
https://www.hackerone.com/top-ten-vulnerabilities
https://www.hackerone.com/resources/latest-news-insights/5-ways-cisos-derive-value-from-hacker-powered-security
https://www.hackerone.com/resources/latest-news-insights/security-leaders-handbook
mailto:ben@hackerone.com
https://www.linkedin.com/company/hackerone
https://hackerone.com/
https://twitter.com/Hacker0x01


Questions?

Ben Willis

ben@hackerone.com

@benjaminjwillis

mailto:Speakeremail@hackerone.com
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Open Discussion

Any questions about the Auto-ISAC or future 

topics  for discussion?
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If you are an OEM, supplier or commercial vehicle, 

Carrier or Fleet, please join the Auto-ISAC! 

How to Get Involved: Membership

➢ Real-time Intelligence 

Sharing

➢ Development of Best Practice 

Guides

➢ Intelligence Summaries ➢ Exchanges and Workshops

➢ Regular intelligence 

meetings 

➢ Tabletop exercises

➢ Crisis Notifications ➢ Webinars and Presentations

➢ Member Contact Directory ➢ Annual Auto-ISAC Summit Event

To learn more about Auto-ISAC Membership or Partnership, 

please contact Auto-ISAC! fayefrancy@automotiveisac.com

mailto:fayefrancy@automotiveisac.com
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Auto-ISAC Partnership Programs

NAVIGATOR
Support Partnership

- Provides guidance and 

support

- Annual definition of 

activity commitments 

and expected outcomes

- Provides guidance on 

key topics / activities

- Supports Auto-ISAC

INNOVATOR
Paid Partnership

- Annual investment 

and agreement

- Specific commitment 

to engage with ISAC 

- In-kind contributions 

allowed

- Must be educational 

provide awareness

COLLABORATOR
Coordination 

Partnership
- “See something, say 

something”

- May not require a formal 

agreement 

- Information exchanges-

coordination activities

- Information Sharing / 

research & development

BENEFACTOR
Sponsorship

Partnership 

- Participate in monthly 

community calls 

- Sponsor Summit

- Network with Auto 

Community

- Webinar / Events 

Solutions 

Providers

For-profit companies that 

sell connected vehicle 

cybersecurity products & 

services.

Examples: Hacker ONE, 

IOActive, Karamba, Grimm

Affiliations

Government, academia, 

research, non-profit orgs 

with complementary 

missions to Auto-ISAC.

Examples: NCI, DHS, 

NHTSA, Colorado State

Community

Companies interested in 

engaging the automotive 

ecosystem and supporting 

& educating the 

community. 

Examples: Sponsors for

key events, technical 

experts, etc.

Associations

Industry associations and 

others who want to 

support and invest in the  

Auto-ISAC activities.

Examples: Auto Alliance, 

ATA, ACEA, JAMA

Strategic Partners
Strategic Partner Community Partners
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Current Partnerships

Many organizations engaging

BENEFACTOR
Sponsorship

Partnership 
2020 Summit Sponsors-

Claroty

Upstream

Escrypt

Blackberry

Cybellum

Blockharbor

C2A

Synopsis 

Intsignts

ValiMail

2019 Summit Sponsors-
Argus

Arxan

Blackberry

Booz Allen Hamilton

Bugcrowd

Celerium

Cyber Future Foundation

Deloitte

GM

HackerOne

Harman

IOActive 

Karamba Security

Keysight

Micron

NXP

PACCAR

Recorded Future

Red Balloon Security

Saferide

Symantec

Toyota

Transmit Security

Upstream

Valimail

COLLABORATOR
Coordination 

Partnership

AUTOSAR

Billington Cybersecurity

Cal-CSIC

Computest

Cyber Truck Challenge

DHS CSVI

DHS HQ

DOT-PIF

FASTR

FBI

GAO

ISAO

Macomb Business/MADCAT

Merit (training, np)

MITRE

National White Collar Crime Center

NCFTA

NDIA

NHTSA

NIST

Northern California Regional Intelligence 

Center (NCRIC)

NTIA - DoCommerce

OASIS

ODNI

Ohio Turnpike & Infrastructure Commission 

SANS

The University of Warwick

TSA

University of Tulsa

USSC

VOLPE

W3C/MIT

Walsch College

NAVIGATOR
Support Partnership

AAA

ACEA

ACM

American Trucking 

Associations (ATA)

ASC

ATIS

Auto Alliance

EMA

Global Automakers

IARA

IIC

JAMA

MEMA

NADA

NAFA

NMFTA

RVIA

SAE

TIA

Transport Canada

INNOVATOR
Strategic Partnership 

(15)

ArmorText

Celerium

Cybellum

Ernst and Young

FEV

GRIMM

HackerOne

Karamba Security

Pen Testing Partners

Red Balloon Security

Regulus Cyber

Saferide

Security Scorecard

Trillium Secure

Upstream
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➢Focused Intelligence Information/Briefings

➢Cybersecurity intelligence sharing 

➢Vulnerability resolution

➢Member to Member Sharing 

➢Distribute Information Gathering Costs across the Sector 

➢Non-attribution and Anonymity of Submissions

➢Information source for the entire organization 

➢Risk mitigation for automotive industry

➢Comparative advantage in risk mitigation 

➢Security and Resiliency

Auto-ISAC Benefits

Building Resiliency Across the Auto Industry
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Our Contact Info

Faye Francy
Executive Director

20 F Street NW, Suite 700

Washington, DC 20001

703-861-5417

fayefrancy@automotiveisac.com

Sharmila Khadka
Information Technology & Executive 

Coordinator

20 F Street NW, Suite 700

Washington, DC 20001

443-962-5663

sharmilakhadka@automotiveisac.com

www.automotiveisac.com

@auto-ISAC


