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OCTOBER 12, 2021

5:00 - 6:30 PM ET Welcome Reception hosted by Ford

OCTOBER 13, 2021 • SESSION 1: EV/AV PIVOT

7:30 - 8:30 AM ET Breakfast & Registration

8:30 - 8:45 AM ET
Welcome & Introduction
Faye Francy, Executive Director, Automotive-ISAC; Kevin Tierney, GM, 
Automotive-ISAC Chair

8:45 - 9:30 AM ET
Keynote
Congresswoman Deborah Dingell

9:30 - 10:00 AM ET
Sponsor Session: Future of AI in Vehicles – Opportunities, Challenges and 
Regulations
Andi Herzig and Leon Nash, Deloitte

10:00 - 10:15 AM ET Morning Break hosted by NDIAS

10:15 - 10:45 AM ET

Auto-ISAC Executive Committee Fireside Chat
Moderator: Matt Mackay, GM
Panelists: Kevin Tierney, GM, Automotive-ISAC Chair and Josh Davis, Toyota, 
Automotive-ISAC Vice Chair

10:45 - 11:15 AM ET
Consequence-driven Cybersecurity for High-Power EV Charging Infrastructure
Barney Carlson, Idaho National Laboratory

11:15 - 11:45 AM ET
Time to Secure the Brain: Autonomous Vehicle AI Stack Security and Multi-
Sensor Fusion Attacks
Alfred Chen, University of California, Irvine

11:45 AM - 12:15 PM ET
Vehicle Cyber Engineering - Neutralizing the Threats to Electric/Autonomous 
Vehicles
Paul Spadafora and Mark Zachos, UD Mercy

12:15 - 1:00 PM ET Lunch hosted by IOActive

https://automotiveisac.com/auto-isac-summit-2021/
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OCTOBER 13, 2021 • SESSION 2: COMPLIANCE

1:00 - 1:15 PM ET
Welcome & Introduction
Jenny Gilger, Honda, Auto-ISAC Secretary

1:15 - 1:45 PM ET
Auto-ISAC Europe and Update on R155/PAS 5112
Dr. Martin Emele, Bosch, Automotive-ISAC European Director

1:45 - 2:15 PM ET
Sponsor Session: Take Charge of Automotive Cybersecurity Compliance
Ashley McGlone, Tanium

2:15 - 2:45 PM ET
State of Automotive Cyber Maturity: UN R155 and Beyond 
Dr. Moritz Minzlaff, Escrypt

2:45 - 3:00 PM ET Afternoon Break

3:00 - 3:30 PM ET
Keynote
Dr. Steven Cliff, Acting Administrator (Invited), National Highway Traffic Safety 
Administration

3:30 - 3:55 PM ET
Auto-ISAC Software Bill of Materials (SBOM) Initiative 
Charlie Hart, Hitachi and Dr. Allan Friedman, CISA

3:55 - 4:35 PM ET
Auto Threat Matrix
Karl Leboeuf & Aida Mojica, General Motors

4:35 - 4:45 PM ET
K-12 and Cybersecurity Career Pipeline
Tamara Shoemaker, University of Detroit

5:00 - 6:30 PM ET Off-Site Reception Hosted by Block Harbor

https://automotiveisac.com/auto-isac-summit-2021/
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OCTOBER 14 , 2021 • SESSION 3: SUPPLY CHAIN
7:30 - 8:30 AM ET Breakfast and Registration

8:30 - 8:45 AM ET
Welcome & Introduction 
Tim Geiger, Ford, Auto-ISAC Treasurer

8:45 - 9:30 AM ET
Keynote
Timothy Waters, Special Agent in Charge, Detroit Field Office, FBI

9:30 - 10:00 AM ET
Sponsor Session: Partnering with Suppliers to Continuously Monitor and Defend 
the Extended Attack Perimeter
Alex Rich, Security Scorecard

10:00 - 10:15 AM ET Morning Break

10:15 - 10:45 AM ET
Key Practices in Cyber Supply Chain Risk Management
Jon Boyens, NIST

10:45 - 11:30 AM ET
VEX Overview - An Approach for a Negative Advisory
Dr. Allan Friedman, CISA

11:30 AM - 12:00 PM ET
Supply Chain Cyber Readiness: Upping Your Game
Moderator: Christine Pelione
Panelists: Monty McGee, CRI; Michele Brown, GM

12:00 - 1:00 PM ET Lunch

https://automotiveisac.com/auto-isac-summit-2021/
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OCTOBER 14, 2020 • SESSION 4: IT/OT

1:00 - 1:15 PM ET
Welcome & Introduction
Josh Davis, Toyota, Auto-ISAC Vice-Chair

1:15 - 2:30 PM ET

Autoline Cyber Panel: TV Taping
Moderator: John McElroy, Autoline 
Panelists: Al Adams, General Motors; Stephen McKnight, Stellantis; Bob Kaster, 
Bosch

2:30 - 3:00 PM ET
Sponsor Session: How to Protect Your Manufacturing Environment From the 
Next Ransomware Attack 
Pia Capra and Hien Nguyen, Booz Allen Hamilton

3:00 - 3:15 PM ET Afternoon Break

3:15 - 3:45 PM ET
Honda Lessons Learned (EKANS)
Stephen Roberts, Honda

3:45 - 4:15 PM ET
IT/OT Working Group Panel
Moderator: Josh Poster, Auto-ISAC 
Rebecca Faerber, Ford; Joel Stokes, Honda; Yoav Levy, Upstream

4:15 - 4:45 PM ET
Keynote
Eric Goldstein, Executive Assistant Director, CISA 

4:45 - 5:15 PM ET
Closing Remarks, 2022 Summit Announcement
Kevin Tierney, General Motors, Auto-ISAC Chair

https://automotiveisac.com/auto-isac-summit-2021/

