WELCOME TO AUTO-ISAC!
MONTHLY VIRTUAL COMMUNITY CALL

August 5, 2020
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Welcome

TEAMS MEETING PROTOCOL I

Please Note...

1) The Microsoft Teams meeting link will provide both audio and
visual presentation. In case you need to dial in for audio, please use
the phone number and conference ID provided on the invite in the
meeting invitation. If you are outside of the U.S, use “Local
Numbers” link provided in the same meeting invite.

2) If you are dialing in for audio, please press *6 to mute or unmute
your line.

3) Please keep your mic muted at all times, except when the host is
addressing your request to ask a question or to provide feedback.
Any background noise may disrupt the audio quality for other
listeners.

4) If you have question or feedback, you can also use the chat
function.

5) If you would like to speak, please use raise hand function on your
screen. The host will be notified and will acknowledge you when
ready.
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Welcome

AGENDA I

Welcome
11:00 > Why we're here
» Expectations for this community

Auto-ISAC Update
11:05 » Auto-ISAC overview

» Heard around the community
» What's Trending

11:15 DHS CISA Community Update

11:20 Featured Speaker: Gary Berman, Creator, Cyberheroes
' Comics

Around the Room
» Sharing around the virtual room

11:55 Closing Remarks

11:45

/‘ _— e 3 IR Disclosure and distribution is not limited 5 August 2020 3
AUTO-ISAC



Welcome

WELCOME -~ AUTO-ISAC COMMUNITY CALL! I

Purpose: These monthly Auto-ISAC Community Meetings are an
opportunity for you, our Members & connected vehicle ecosystem
Partners, to:
v Stay informed of Auto-ISAC activities
v' Share information on key vehicle cybersecurity topics
v Learn about exciting initiatives within the automotive
community from our featured speakers

Participants: Auto-ISAC Members, Potential Members, Strategic
Partners, Academia, Industry Stakeholders, and Government —the whole
of the automotive industry

Classification Level: TLP GREEN: may be shared within the Auto-
ISAC Community, and “off the record”

How to Connect: For further info, questions, or to add other POCs to
the invite, please contact us! (fayefrancy@automotiveisac.com)
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Welcome

ENGAGING IN THE AUTO-ISAC COMMUNITY IS
19

’:’ JO_I“ Navigator
* If your organization is eligible, apply for Auto-ISAC membership Partners
s If you aren’t eligible for membership, connect with us as a partner
< Get engaged — “Cybersecurity is everyone’s responsibility!” 12
Innovator
< Participate Partners

s Participate in monthly virtual conference calls (15t Wednesday of month)
s If you have atopic of interest, let us know!
s Engage & ask questions!

OEM Members ' ONare — “If you see something, say something!”

s Submit threat intelligence or other relevant information
s Send us information on potential vulnerabilities
36 Supplier & % Contribute incident reports and lessons learned

Commercial s Provide best practices around mitigation techniques
Vehicle Members

Coordination with 23

; 1)
Membership represent_s 99 A) critical infrastructure ISACs
of cars on the road in North through the National Council of
America ISACs (NCI)
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AUTO ISAC — 2020 WAY FORWARD o

ROLES, RESPONSIBILITIES Measuring
& METRICS Success

VALUE STREAMS & PERFORMANCE INDICATORS

Top Line Goal: Zero safety related cyber events in the industry

O &

INFO SHARING &

AWARENESS EDUCATION RELATIONSHIPS
% Participation % Taking Educational % Member Satisfaction
Sharing / Platform / Offerings with value added
Attendance Maturity Surveys relationships

Bottom Line Goal: Automotive Cybersecurity Resiliency Across Industry!
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2020 BoD/AB Leadership

2020 BOARD OF DIRECTORS
EXEcUTIVE COMMITTEE (ExXCOM)

Kevin Tierney Josh Davis Jenny Gilger Tim Geiger Todd Lawless
Chair of the Vice Chair of the Secretary of the Treasurer of the Chair of the

Board of the Directors Board of the Directors Board of the Directors Board of the Directors Advisory Board
GM Toyota Honda Ford Continental

2020
ADVISORY
BOARD (AB)
LEADERSHIP
Todd Lawless Brian Murray Kevin Walker Larry Hilkene
Chalr of the Vice Chair of the Chair of the SAG Chair of the CAG
Advisory Board Advisory Board Aptiv Cummins
Continental ZE
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MEMBER ROSTER
AS OF AuGuUSsT 1, 2020

Member Roster

Highlighted = Change

Aisin Honda Oshkosh Corp
Allison Transmission Hyundai PACCAR
Aptiv Infineon Panasonic
AT&T Intel Qualcomm
Blackberry Limited Kia Renesas Electronics
BMW Group Knorr Bremse Subaru
Bosch | ear Sumitomo Electric
Continental L GE Tokai Rika
Cummins Magna Toyota
Denso MARELLI TuSimple
Delphi Technologies Mazda Valeo
FCA Mercedes-Benz Veoneer
Ford Mitsubishi Motors Volkswagen
Garrett Mitsubishi Electric Volvo Cars
General Motors Mobis Volvo Group
Geotab Navistar Waymo
Google Nexteer Automotive Corp Yamaha Motors
Harman Nissan ZF
Hitachi NXP TOTAL: 56
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Auto-ISAC Update

AUTO-ISAC ACTIVITIES o

» Auto-ISAC Member Incident Response Plan (IRP) Review & Drills Complete
» Auto-ISAC Member 4 IRP Drills completed - Complete
> Debrief on Cyberspace Solarium Commission Report — August 111"

» Auto-ISAC Europe 2020 Meeting Members & Potential Members only —
September 3&4 — Invitation sent

» Moving on Vision 2020 incorporating IT/OT — Starting 4020

> Auto-ISAC Summit October 14-15" —registration until OCT 30,
sponsorships on website — www.automotiveisac.com. VIRTUAL
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http://www.automotiveisac.com/

AUTO-ISAC SUMMIT | OcT 14-15™ | VIRTUAL

A
AUTO-ISAC

SUMMIT days

Oct. 14-15,
2020

Virtual

attendees

ABOUT THE AUTO-ISACSUMMIT:
The 2020 Auto-ISAC Summit connects
global automotive industry insiders
during two days of transformative
conversations around cyber attack
resilience and response.

=<

Registration Open Until OCT 5" || Sponsor Prospectus
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AUTO-ISAC INTELLIGENCE What’s Trending
WHAT’S TRENDING? I

The Auto-ISAC encourages the automotive industry to maintain
heightened vigilance to protect ICS and OT systems.

NSA and CISA Recommend Immediate Actions to Reduce Exposure Across
Operational Technologies and Control Systems

“At this time of heightened tensions, it is critical that asset owners and operators of critical infrastructure
take the following immediate steps to ensure resilience and safety of U.S. systems should a time of crisis

emerge in the near term... It is important to note that while the behavior may not be technically advanced,
it is still a serious threat because the potential impact to critical assets is so high”.

Noteworthy News

Garmin’s Four-Day Service Two More Cyber-Attacks Hit Israel's
Meltdown was Caused by Water System

Ransomware

FBI Issues Warning About ELDs Getting from 5 to 0: VPN Security

Flaws Pose Cyber Risk to
Organizations with Remote OT
Personnel

For more information or questions please contact analyst@automotiveisac.com
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https://us-cert.cisa.gov/ncas/alerts/aa20-205a
mailto:analyst@automotiveisac.com
https://arstechnica.com/information-technology/2020/07/garmans-four-day-service-meltdown-was-caused-by-ransomware/
https://www.zdnet.com/article/two-more-cyber-attacks-hit-israels-water-system/
https://cdllife.com/2020/fbi-issues-warning-about-elds/
https://www.claroty.com/2020/07/28/vpn-security-flaws/

CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

CISA RESOURCE HIGHLIGHTS

Presenter’s Name
August 5, 2020

13




3rd Annual National Cybersecurity Summit

= The CISA 2020 National Cybersecurity Summit will be held
virtually as a series of webinars every Wednesday
beginning September 16 and ending October 7:

= Sept 16: Key Cyber Insights

» Sept 23: Leading the Digital Transformation
= Sept 30: Diversity in Cybersecurity

= Oct 7: Defending our Democracy

= No-cost event but pre-registration is required at
https://cisacybersummit2020[.]Eventbrite[.]Jcom/

= More information at
https://www][.lcisa].]gov/cybersummit2020
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CISA Services Catalog

= Single informational resource on services across all of
CISA’s mission areas

= Covers services available Federal, SLTT, Private Industry,
Academia, NGO, Non-Profit, and General Public
stakeholders

= Intended for electronic viewing from a desktop device only

= More information at
https://www][.]cisa].]gov/publication/cisa-services-cataloq

= Download catalog at
https://www.cisa.gov/sites/default/files/publications/FINAL
%20FINAL CISA%20Services%20Catalog 20200723 508.p
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https://www[.]cisa[.]gov/publication/cisa-services-catalog
https://www.cisa.gov/sites/default/files/publications/FINAL%20FINAL_CISA%20Services%20Catalog_20200723_508.pdf

TLP: WHITE — CISA Emergency Directive ED20-03 Mitigate
Windows DNS Server Vulnerability from July 2020 Patch
Tuesday

Followed Microsoft's security update release to address a wormable
RCE vulnerability in Windows DNS Server (CVE-2020-1350)

Action directed at US Federal Departments and Agencies, directive
made publicly available for deployment consideration

Details and resources also made available on CISA’s Current
Activities Page

= See:
= https://cyber].]ldhs[.]Jgov/ed/20-03/

= https://wwwl.lcisal.lgov/blog/2020/07/16/emergency-directive-ed-20-
03-windows-dns-server-vulnerability

= https://us-cert].]cisal.l]gov/ncas/current-activity/2020/07/16/cisa-
releases-emergency-directive-critical-microsoft-vulnerability
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https://cyber.dhs.gov/ed/20-03/
https://www.cisa.gov/blog/2020/07/16/emergency-directive-ed-20-03-windows-dns-server-vulnerability
https://us-cert.cisa.gov/ncas/current-activity/2020/07/16/cisa-releases-emergency-directive-critical-microsoft-vulnerability

TLP: WHITE — CISA Malware Analysis Report - MAR-
10292089-1.v1 — Chinese Remote Access Trojan: TAIDOOR

The MAR is the result of analytic efforts between the CISA, FBI, DoD,
and U.S. Government partners.

FBI has high confidence that Chinese government actors are using
malware variants in conjunction with proxy servers to maintain a
presence on victim networks and to further network exploitation.

MAR includes suggested response actions and recommended
mitigation techniques.

MAR is at https://us-cert[.]cisa[.]gov/ncas/analysis-reports/ar20-216a

STIX-formatted IOCs at https://us-

cert[.]cisal.]Jgov/sites/default/files/publications/MAR-10292089-
1.v1.stix.xml

Additional information available at https://us-cert[.]Jcisal.]Jgov/china
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TLP: WHITE - CISA Activity Alert AA20-209A - Potential
Legacy Risk from Malware Targeting QNAP NAS Devices

= Joint alert from CISA and the UK NCSC summarizes findings
from the CISA and NCSC investigation and analysis of a strain
of QSnatch malware. Mitigation advice is also provided.

= The CISA advisory includes mitigation recommendations, and
links to vendor-specific resources for affected products

= STIX IOCs available at https://us-

cert[.]Jcisal.]gov/sites/default/files/publications/AA20-
209A.stix.xml

» Full report available at:
= https://us-cert[.]cisa[.]gov/ncas/alerts/aa20-209a
= https://www[.]ncsc[.]gov[.Juk/files/INCSC%20CISA%20Alert%20-
QNAP%20NAS%20Devices.pdf
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TLP: WHITE - CISA Activity Alert AA20-206A Threat Actor
Exploitation of F5 BIG-IP CVE-2020-5902

= Alert released in response to recently disclosed exploits that
target F5 BIG-IP devices that are vulnerable to CVE-2020-5902

= Unpatched F5 BIG-IP devices are an attractive target for
malicious actors. F5’s security advisory for CVE-2020-5902
states that there is a high probability that any remaining
unpatched devices are likely already compromised.

= AA20-206A includes technical detalls, detection methods, and
mitigations for this vulnerability.

= Alert at https://us-cert.cisa.gov/ncas/alerts/aa20-206a

» 5 patch and detection tool at
https://support.f5.com/csp/article/K52145254
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TLP: WHITE — AA20-205A — NSA and CISA Recommend
Immediate Actions to Reduce Exposure Across
Operational Technologies and Control Systems

= Actions listed in AA20-205A are intended to ensure that critical
asset owners and operators of critical infrastructure take immediate
steps to ensure resilience and safety of U.S. systems should a time of
crisis emerge in the near term.

» Recommendations are directed at all DoD, NSS, DIB, and U.S. critical
Infrastructure to take immediate actions to secure their operational
technology (OT) assets.

= AA20-205A includes recently observed TTPs, impacts, and mitigation
recommendations

= Avalilable at https://us-cert[.]cisal.]Jgov/ncas/alerts/aa20-205a and
https://medial.]defense[.]gov/2020/Jul/23/2002462846/-1/-
1/1/0OT_ADVISORY-DUAL-OFFICIAL-20200722.PDF
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https://us-cert[.]cisa[.]gov/ncas/alerts/aa20-205a
https://media[.]defense[.]gov/2020/Jul/23/2002462846/-1/-1/1/OT_ADVISORY-DUAL-OFFICIAL-20200722.PDF

TLP: WHITE — AA20-195A Critical Vulnerability in SAP
NetWeaver AS Java

= SAP released a security update to address a critical vulnerability,
CVE-2020-6287, affecting the SAP NetWeaver Application Server
(AS) Java component LM Configuration Wizard.

= CISA strongly recommends organizations immediately apply patches,
prioritizing internet-facing systems, followed by internal systems

» |If patching cannot be done immediately, mitigation of the vulnerability
can be done by disabling the LM Configuration Wizard service (see
SAP Security Note #2939665 at
https://Launchpad|.]support[.]sap[.Jcom/#/notes/2939665)

* The activity alert is available at https://us-
cert[.]cisa[.]gov/ncas/alerts/aa20-195a
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TLP: WHITE — Additional Resources From CISA

CISA Homepage - https://www].]cisal.]Jgov/

= CISA News Room - https://www/.]cisa[.]gov/cisa/newsroom

= CISA Publications Library - https://www[.]cisal.]Jgov/publications-library

= CISA Cyber Resource Hub - https://www/[.]cisal.]gov/cyber-resource-
hub

= CISA Vulnerability Management (formerly known as the National
Cyber Assessment and Technical Services (NCATS) program) -
https://www][.]Jus-cert[.]Jgov/resources/ncats/

= CISA Cybersecurity Directives - https://cyber[.]dhs[.]Jgov/directives/

= CISA COVID-19 Response — https://www][.]cisa[.]Jgov/coronavirus
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For more information:
cisa.gov

T

(s

Questions?
CISAServiceDesk@cisa.dhs.gov

1-888-282-0870
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Featured Speaker

AUTO-ISAC COMMUNITY MEETING I

Why Do We Feature Speakers?

s These calls are an opportunity for information exchange & learning

% Goal is to educate & provide awareness around cybersecurity for the connected vehicle

What Does it Mean to Be Featured?

X/

% Perspectives across our ecosystem are shared from members, government,
academia, researchers, industry, associations and others.

Goal is to showcase arich & balanced variety of topics and viewpoints

Featured speakers are not endorsed by Auto-ISAC nor do the speakers speak on

30"‘ behalf of Auto-ISAC

) )
0’0 0’0

Featured
Speakers to How Can | Be Featured?
date % If you have a topic of interest you would like to share with the broader

Auto-ISAC Community, then we encourage you to contact us!

7 Besft

Practice
Guides
available on
website

%3,23;: Virtual Town Hall Meeting

Participants
Slides available on our website — www.automotiveisac.com
-/‘%’- Disclosure and distribution is not limited 5 August 2020 25
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FEATURED SPEAKER
GARY BERMAN

AUTO-ISAC

Automotive Information Sharing and Analysis Center




BoD Additions

GARY BERMAN, CEO oF CYBERMAN SECURITY, LLC IS

CREATOR, THE CYBER HERO ADVENTURES: DEFENDERS OF THE
DIGITAL UNIVERSE

Gary is the Creator of The Cyber Hero Adventures:
Defenders of the Digital Universe comic training series,
Host of The Unsung Cyber Hero Adventures video podcast,
Cybersecurity Reporter for Cyber Defense Magazine and
CEO of Cyberman Security, LLC.

CUSTOMIZED CONT?

R SPEECHES | LICENS!

Gary refers to himself as the “Forrest Gump” of
cybersecurity because, until the last several years, he
knew very little about technology and even less about
cyber security, but everything about the devastating effects
of being the CEO of a company that was victimized by a
persistent series of insider attacks and forced to close.

Gary has decided to pivot from being a victim to becoming
an advocate to help keep others from suffering the life-
altering consequences of being hacked. Like many of you,
he has attended over 50 cybersecurity conferences to
listen and learn and this year he was labeled an “Industry
Analyst” by the Consumer Electronics Association. He has
given speeches to many organizations including the DoD
regarding their CMMC initiative.

N RIS Vay be distri ' icti
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Gary Berman, Creator, “"The CyberHero Adventures:
Defenders of the Digital Universe”

Our Mission

The only time that people hear about hacks or cybersecurity is
when the "Black Hats” win. "

Our mission is to support the Community and to say THANK YOU
by shining the light on all of the unsung heroes who toil in
anonymity to keep us safe while online at work, home and

school”.

Copyright 2020 Cyberman Security, LLC
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1. Humanizing Cybercrime: An Insider Threat Case Study
2. Meet the "Forrest Gump” of Cybersecurity
3. The BIG Pivot: From Victim to Advocate

4. The Future



What the heck am I doing here?

e 2 Interviews

Defending YOUR Wheels & Your
Health: Kevin Tierney, Vice
President of Global Cybersecurity SR 1= Pt
General Motors » Supply Chain Security

Jun 3rd, 2020 by unsunghero

« Global Scale Challenges

Watch Now: « Electric Vehicles
« Self Driving Vehicles
« Team Members

* Working from Home

« Workplace & Covid-19

* Diversity & Inclusion



1. A View from the C-Suite: An Insider Threat Case Study

« Company founded
in 1988.

+ 100+ Employees.

* Sold 49% to one
of the largest
marketing companies
in the world.

« AT&T, Best Buy,
Ford, General
Motors, P&G etc. as
clients.




Daily Parking Lot Summits of Trusted Employees

Called biggest clients alleging fraud.

Lost Millions.

Near-death injury.

Small group of
employees started their
OWN company while
working for us full-
time.

* Duplicated website
 Redirected calls
« Stole intellectual

property



We lost everything..and so did all of our employees.

Festt/

11/29/16 15:00 A045401

18995 BISCAYNE BLVD
AVENTURA FL

Card Number: Rk 90T
Record Number: 7571

Citibank Card

AID: A0000000042203
Inqui

From%hecking

Account Balance

Publix.




Linkedin Spoof

N
719

Connections

Global IR Considerations - How do you alter your story for international investors?

) Promoted
ding in

rl @EE) VeronicaMollica

Your connections nnect

Kallor Toch-infused MBA
Exp first-hand

You have more contacts Alexander Heid William Holloway Manoj Balachandran

to connect with

Randy Simmons Chirag Arara, PCI ISA, Lawrence H. (|

584
Connections

&

My Network

No pending in
a Jason Brvenik accepted your invitation to
connect
Your connections
seeall

L Lo Ly

may knc

&

You have more contacts
to connect with

Jacob Solomon Evensky Davi Jeffrey Levinson

Connect

Steven Scheck Bonnie Schwartzbaum Rabbi Moshe Otero

Learn more




Cybersecurit
y Experts

| could not afford
a complete . .
analysis, 90% Client Securlty Report
chance of Man in
the Middle Attack

Gary Berman

Conclusion:

The log files were deleted before 09/15. The laptop was compromised through the one of the multiple
vulnerabilities with a probability 90%. The list of vulnerability of that OS version includes OpenSSH (the
remote access to console) and mitm or network intrusion with privilege escalation. Hacker can gain access

remotely with high privileges and destroying all the signs of their deeds. Such as the destroying logs that were
before 09/15.
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Worked non-stop to gather photographic evidence. 19 Attack Vectors

aPim O or TE 4l @ 71% 10:26 AM

= Bluetooth

Off ®

I've
disabled

Bluetooth

with other nearby Bluetooth
devices.

To improve location accuracy, system
apps and services can still detect
Bluetooth devices. You can change this in
scanning settings.

aPfl= 4

Settings

a

Suggestions

Set Do Not Disturb schedule

Silence your device at certain
times

Wireless & networks

v

Device

Wi-Fi
Disabled

Bluetooth
Disabled

Data

I've
disabled
Bluetooth

a0 or TE 4l @ 71% 10:26 AM

< Run...

com.qualcomm.qcrilm.. 8.2 MB
1 process and 1 service 05:00

' # ApnSetterService 2.7 MB

1 process and 1 service 04:18

9 Bluetooth Share 19 MB
1 process and 1 service 03:50

g 54 MB
Bluetooth i
Share

running 19 MB

04:19

35MB
1 process and 1 service 03:40

Messages 9.8 MB

O T4l B 41% 11:47 AM

SHOW CACHED PROCESSES

apam i0r o YE 4l @ 71% 10:26 AM

= Bluetooth

Off @

Bluetooth
Share

with other nearby Bluetooth
devices.

To improve location accuracy, system
apps and services can still detect
Bluetooth devices. You can change this in
scanning settings.




Google 2-Step Verification was Spoofed on iPhone

p

. +1(754) 263-1978

220-00

1 G-5734865 is your Google

verification code G-301573 is your Google

JEFSSUS0 ks your Googre verification coox
yverification code
G-205850 is your Google G-301573 is your Google
EEpIeston code verification code.
G-364352 is your Google
o coca G-301573 is your Google
G-985049 is your Google verification code.
verification code
Did you ask Google to G-301573 is your Google
recover access for verification code.
larrysummers2358@gmail

?'M,check your email to 6'301573 is ywr Gowle

find out how to STOP this < 4
ety verification code.




Thunderstrike signature
to indicate that hack has begun
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Multiple E-mail Systems Compromised

A
No country customer
iqi support
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message




Norton VPN Spoof.

_—

8 . Norton WiFi Privacy

0

Secured
Connection

Correct
On/Off

You appear to be in Your public .
Romania 185.144.5% SW”’Ch

Virtual Private Network

% Norton WiFi Privacy

—

WiFi Privacy

Secured
Connection

You appear to be in: Your public IP address is

Tokyo, 40 161.202.89.23Q No VPN

On/Off
Switch



Virtual Private Networks were Spoofed.

Amazon "The Tick”

No Known
Language

O sw
-
s



At least the hacker had a sense of humor...

wil T-Mobile LTE 8:42 PM

{ Gary Contact Info

Olivier Vallez c

oc
CoMICS™

Actions ¥ 380

Olivier Vallez

olivier@cyberheroescomics.com

Gary L. Berman

Hey there! | am using WhatsApp.

@ Media, Links, and Docs

Starred Messages

.berman@cyberdetensemagazine.com

@ Olivier Vallez X

Great. This will be. a. win-win. Look at the. extra periods. Church Lady:)

Thanks! Random
Gary Berman Q
Cybersecurity Reporter PUHCTUGTIOH
Cyber Defense Magazine s

786-858-2632
gary.berman@cyberdefensemagazine.com




Buick confirmation of 36 connected vehicles via On Star.
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57 Potential Consequences of an Insider Attack as per
Carnegie Mellon’s Insider Threat Report

ﬁ
. SO > Disrapled = Confusion

. v
Damaged public =

= = el ) * Physical/Digital
{: == 3-"5""’""7; « Economic
""":N": * Psychological
— * Reputational
.:: ,,: | « Social/Socieftal

Loss of life t Low satistaction

Negative changes in
perception




Law Enforcement

Local Police Department (5 times).

« FBI (4 times).
=
= « Secret Service (2 times).
= . .
Bl « District Attorney declined o open case
= due to lack of evidence/attribution.
i |
"Publicity is

dius‘rly commended as a remedy for social and industrial diseases.
to be the best of disinfectants; electric light the most efficient
policeman”.
Justice Louis D. Brandeis

Sunlight is sai



2. Meet the “Forrest Gump” of Cyber Security

the

Cybersecun’ty C y b e r WI r e

DUMMIES




QMW Gyoerweek ( THE ;CY’BEE&H_ER TURES VOL #3 )

THE AL ‘@\EH (7 ILY TO THE RESCUE!




3. The BI& Pivot: From Victim to Advocate.

QRDINARY WORLD ZPECIAL WORLD

ACT N




THANK YOU Stan Lee: “The Marvel Way"

The

A Ciealean AnvenToness

ﬂrrsunfks OF THE Dn;mu llm VERSE

6 heads high vs 8.5
Passive vs action

Average vs heroic

Bland vs passionate

.- -\“

Vertical vs forward perspective



Meet the Cyber Heroes: Real-Life Unsung Heroes!

—
—
JAack THe FIREWALL LOVES HE WORKS IN PARALLEL WITH
RULES. HE LIVES BY RULES. HE OTHER FIREWALLS AND TEAMMATES
DENIES AND ALLOWS ENTRY BY 70 FOrm DATA DMZ's anD com-
RULES. HE DOES HIS UOB QUIETLY PARTMENTAL AREAS TO PROTECT
AND UNDER THE RADAR. MOST OF  VALUABLE ASSETS, SYSTEMS, AND
Paaisasras -2l THE TIME, YOU DON'T EVEN KNOW  INFORMATION. HIS ONLY WEAK-
o etends & § | Mendtsion HE 15 THERE. HE'S ONE OF THE NESS? STALE, OLD RULES. IN A
T e 40375 MOST CHALLENGING OBSTACLES CONSTANTLY=CHANGING CYBER
wious. Toar ss A THAT HACKERS HAVE TO BYPASS. LANDSCAPE, JACK MUST ENSURE
A FORMIDABLE OPPONENT TO THAT HIS RULES ARE ALWAYS
THOSE WHO WANT TO MERELY UP—TO—DATE AND ONE STEP AHEAD
SNOOP OR THOSE WHO MEAN TO  OF HIS ADVERSARIES!
DO HARM!

¢ EIREWALLS




People LOVE to share their FUN!
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Our FIRST solo flight!




The CyberHero Adventures: Defenders of the Digital Universe




LARRY JONES (A KA

CYBER MERO) KNEW

THAT HE NEEDED WELP TO

LEARN ABOUT TECHNOLOGY

AND HACKING. THE MOST (M-
PORTANT THING THAT HE NEEDED
TO UNDERSTAND WAS, wHY DO
HACKIRS DO WHAT THEY DO?
AFTER LISTENING AND LEARNING
ABOUT HACKING AND CYBER SECU-
RITY FROM THE AMAZING PEOPLE
N LAW ENFORCEMENT, SUCH AS
THE FBI, CYBER SECURITY EX-
PERTS, THE DEPARTMENT Of DE-
FENSE, THE DEPARTMENT OF
HOMELAND SECURITY AND ACA-
DEMIA, LARRY BEGAN TO UN-
DERSTAND THAT ALMOST ALL

OF THE HACKERS WERE

THERE WERE ALSO MANT
GREAT PIOPLE WHO WERE
THREAT RESEARCHERS WHO DIS-
COVERED VULNERABILITIES IN
COMPUTERS AND CONMECTED DEVICES
TO WELP PROTECT US ALL (GREY WATS).
LARRY EPT HEARING THE NAME OF ONE
PERSON WHO WAS CONSISTENTLY MENTIONSD
AS BENG THE BEST MACKER IN THE UNIVERSE
QUEEN 0. FROM THE MOMENT THAT SHE
WAS BORMN, HER PARENTS KNEW THAT SHE
WAS DESTINED TO BECOME A POWERFUL
LEADER AND ROLE MODEL AND TO SHED
SUNUGHT OM A DARK WORLD, 5O THEY
NAMED HER IO (AN ANCIENT TERM FOR
TSUNT). HER ARST WORDS WERE WHO,
WHAT, WHERE, WHEN AND MOST
IMPORTANTLY. HOW? SHE QUCOLY
DISCOVERED COMPUTERS AND

ACTUALLY TRYING TO HELP (WHITE MATS) BY PROGRAMMING AND HER DESTINT WAS
DEFENDING THE WORLD AGAINST CYBER  SEALED TO SPREAD SUNSHINE ON A DIVERSE

CRIMINALS (BLACK HATS).

AND INCLUSIVE WORLD.

.. QUEEN JIO._

Lagay t5 o “soouas 00" Wl 16 o SaPSRT AT
WAGKS S0 COMMUNTCRTIONS AMD COBROGATE (RADN-
195 Hi BAN A SUSCEZIUL COMPAMT THAT WHE 508~
SOURNTLY SO 1O Cropacovm. EvRTig was

SURTINDING 1O B A
WMISTIE“BUOWEE MDD SPRIM A SOMOR TWAT THERT
WRS GAMEANT FRAUD THROUIHOUT Laaey's conamy
D THAT AL ExtEnT 00 STOP A Commen-
canows!

LARay L06T MILLIOWS OF BOLARS AND WIS WOME. Hi
WA FORCED TO ST56 OM WWCRSD evpovmis. Oy
THARS VATEG, LIME TRRLING THR LATERS OF AN OnaOn,
Lazay misau TO LUBERSTRW THAT o6 WAS BEING

VICTIMIZID BY A GRRIES OF INGIIKR CIRaR ATTRCNS
THAT FUMMELED WIS BUSINSS TNTO A SRADOW COWRA-
N COMTSCHED BT SAVIRAL 10RMER excuTIves, Tuey
SPOOWD WIS WERSLTE, REi-DIGSCHD CALS 1O v
AUICOW CONPAT 0l DESTRINED NG SROUTRTION.

UNAGLE 50 PROVG HIS CAss R SRCEIVE WUSTICE DGR
20 T DIFIELATY OF SUBTITING THE PLOT Mid THE
ACER, LARRY DICIDED 1O PIVOT TROM 961N A
VICTIM TO BECOM IS AW AVOCATS . Wi 1SAGNED fy-
TRYTHING SE COUD AROUT CwmR <zcostry. Lum
Domomey tn 1wk Wizhis oF Oz, Lanay wesrs wOn-
cemsin CrmaHimons ALONS THE WAT, W) 338 M1
SION=ORIVEN CHRACTESS JODING. Wi On WIS
GUEST TO RATSE AWARIMDS OF Cresscaing Ml 1O
TEFIND THE DIBETAL

LARRY JONES:
:CYBERHERO!

Copyright Cyberman Security, LLC

eet the CyberHeroes!

WHILE ON TOUR OF
THE FACILITY, LARRY
AND SurER AcenT K
MEET TARA BiGuT,
WHO WORKS AT THE
INSTITUTE. THEY RRE
INSTANTLY IMPRESSED
WITH HER PASSION,
KNOWLEDGE AND SKILLS
AS A PROGRAMMER.

TARA CAME FROM HUMBLE
BEGINNINGS. AGAINST
ALL ODDS, AND WITH THE
HELP OF EXPERT MENTORS
IN THE TECHNOLOGY AND
CYBERSECURITY FIELDS,
SHE PROVED TO BE A
LIGHTNING=FAST CODER.

SHE WAS DEDICATED
HER CAREER TO
OPENING UP THE
! WORLD OF CODING
Y TO CHILDREN AND TO
' IMBUE A LOVE OF
TECHNOLOGY IN THEM.
TARA, 15 THE “P1eD
PIPER" OF PROGRAM-
MERS. HER MAIN MOTIVA-
TION 16 TO GHATTER THE
GLASS CEILING FOR DIVER-
SITY IN TECHNOLOGY.
TO DEFEAT A WACKER, YOU
NEED A BETTER HACKER!
Anp tHe CyBerHEROES

HAVE TWO OF THE VERY
sesT!

TARABIGHT
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JUSTINA 15 A SHE LATEQLERANGD HER OFFICE
FIRST=GENERATION BEING HELD FOR RANSOM.
Amsal e Mextcan ¥ WAQ TO DICIDE: SHOULD THEY
WERtTAGESEROM A & PATT HOULBlTHET FIGKTT

YOUNG AGE, SHE DETENDED
THE DEFENSELESS W STHGE
THEN, SHE ALWATS knEw

JUSTINA FOUGHT. Hapn. Evinte-
TALLY, SHE SVEN 1DENTIFIED THE

L = ®...00 SO Gue
SHE WOULD B LW R T, WORKING WETH
SNE SET OUT 1O LEARN | VAW ENFORCEMENT, SME REAL-

AlL SHE COULD RBOUT / u:*t THE LEGAL SYSTEM
THE JUDTCTAL SYSTEM, ‘ ’HID K‘FTA__I_’M‘ WITH THE
Many YEARS LATER SHE CHANGING WORLD OF TECH-
BECAME A PusLic “NOLOGY. In TIME, JusTINA
DEFENDER, DEFENDING TME WAS UNABLE 10 BRING THE
RIGHTSHO? THE ACCLSED, CRIMINAL TO ULSTICE.
Ows Orr, someT: MG Wien e Craea Weroes
SHOCKING HAPPINID TO
RN RED THEIR STORIES, SHE
TANTLY TOALD THEM:
COLLEABUES, WhHEN SHE
GLIGKED CN A EMATL AND ‘ nes “
ALL THE COMPUTERS IN THE T'm IN!
OfFICE FROZE. -

o
£

JUSTINAUASCOY:
2:DEEENDER

Meet the CyberHeroes!

LEONIDAS SERVED WIS
COUNTRY WITH DISTINCTION
Ao AN OFFICER IN THE
MILITARY. HE AND WIS
FAMILY HAVE MADE
COUNTLESS SACRIFICES IN
SEQVICE YO AMERTCA.
UnOaTunATILY, DURING A
' PARTICULARLY VICIOUS BATTLE
WITH THE ENEMY, LEONTDAS WAS
SEVERELY WOUNDED AND
CONINED

| 10 A WMEELCMATIR
> ‘ N 4 FOR THE REST OF
= WIS LIFE.

FOR WIS COUNTRY TWAT, EVEN AFTER
WIS INJURTES, HE STILL WANTED TO
4E0vE. HE DECIDED WE WOULD
EXPAND WIS MIND AND MOVE INTO
MILITARY INTELLIGENCE. HIs
MISSION: TO LISTEN AND LEARN
RABOUT ATTACK VECTORS
TARGETING THE UNITED STATES.

Ohe PARTICULAR VECTOR THAT HE
REALIZED 1§ INCREDIBLY
DANGEROUS 16 CYBER WRARFARE.
LEOnIoas RECEIVED IN-DIPTH
TRAINING AND EARNED
CERTIFICATIONS THAT DEVELOPED
HIS SKILLS TO IDENTIFY THE ENEMY
4 CYBERSPACE. AFTER WEARING LARRY'S
o Sueer Paewr K's s1ooTEs,
LEONIDAS FINALLY FOUND THE TEAM TO
HELP HIM ACCOMPLISH HIS MISSION.

Copyright Cyberman Security, LLC

Tie PRESENTER 15 A SKILLED WHITE-WAT
EX~HACKER, WHO NOW SPENDS HER TIME
PROMOTING CTBERSECURITY EDUCATION AND
FACILITATING PARTNERSHIPS BETWEEN
GOVERNMENT, ACADEMIA, AND THE PRIVATE SECTOR
FOCUSED ON SUPPORTING PEOPLE'S ABLLITY TO
ADDRESS CURRENT AND FUTURE CYBERSECURTTY
TSSUES AND WORKFORCE CHALLENGES THROUGH
STANDARDS AND BEST PRACTICES.

SHE IS ALWAYS READY TO INFORM
USING HER METICULOUSLY
RESEARCHED POWER PRESENTATION
SLIDES THAT PROJECT FROM A
LENS IN HER COSTUME. SHE
SUBDUES HER ADVERSARIES WITH
SLIDES SO DENSE WITH DATA THAT
THEY ARE OVERCOME BY
INSTANT SLUMBER!

EVEN WER UOB DESCRIPTION PUTS YOU TO siEwp!




Haws Human, HALF TnsicT, Borts  Boets

15 ABLE TO DETECT AND EXPLOIT  FOR A

VULNERRBILITIES IN TECH DEVICES 1IN

TO GAIN UNAUTHORIZED ACCESS  ITS GUIDANCE COMPUTER

PRIVILEGES, COMPROMISE DATA  SOFTWARE FORCED THE

CONFIDENTIALITY AND INTEGRITY, SPACE PGENCY v% pesTROY A $1
PRt

AND WREAK HAVOC ON EVERYTHING BILLION PARIANE OTOTYPE
HE TOUCHES. ROCKET LESS THAN A MINUTE
AFTER LAUNCH

:BUGGER

Say "Boo” to the Villains!

TH3IS IFORMATION 15 QUICKLY USED 1O STRAL
MOMEY TROM, ACCOLNTS MO TO APPLY T0R
FRALOULENT LOMS ARD CRIDLT CAts. UnbOts
THE DAVMAGE CAUSSD BY TORNTITY THEST USUALLY
TREES MONTHS OF PHONE CALLS, WRITTSM
COMMUNICATION, A AOT5 OF LEGAL nfd
FINFACIR BED tARE. KNOWING WOw 10 S0t
T™HE ST6WS OF A eutaans Arack (LOCKIME
AT T s ACTUAL EMATL AEDREDS, FOR
CFFEN THE WICTIM IS A
cusTOmeR) = O= =
FROM THE WIUACKED
IDENTITY OF A FRISND,

~ 14D OUt OF TieTE

COmPUTIN) AND DLMANDING

RANGOM Ty BITICULT=TO=TRACE DIGTTA :

CHRBINCTIS SO0 A BITCOT *0 tmOcK 1Y, . -y um Qs EOUBT, INGTEAD OF CLICCING THE
WACINY AR I M) PEOSC TN Tt some M PROVIDED Tn T BNATL, TTPE
PIEPETRATORS BEAIGUAT. Tul ATTACK wis . ’ i \ 6 compR’s URL DIBECILY tvro

735,000 s n v O camrvss




FRALDSTER, SCAMMER, CONFE-
DENCE ARTIST, GRIFTER] HUSTLER,
CHAMELEON. HE GOES BY MANY
NAMES. THEY.ALL ADD UP TO ONE
THING: ‘SONNY. THE SOCTAL ENGT-
NEER 16 A MAsTER MaNTPULATOR
OF Human BeHAvLOR. HIS GRME
15 10 TRICK O INTO BELIEVING
WHATEVER HE WANTS TN ORCER, TO
STEAL YOUR MOST VALUABLE AND
PERSONAL INFORMATION.
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HIS WEAPONS! ARE BASED
EMOTIONAL INTELLIGENCE

DOES NOT HESITATE TOE
ADVANTAGE OF THE

o IW_..W;"‘I'". {3 N —
BICH ALMSEG TN |

Say "Boo” to the Villains!

THIRAYS DN THR

:IDENTITY THIEF

Copyright Cyberman Security, LLC

THe RAT 15 AN INSIDIOUS
CREATURE WHO 15 VERY CLEVER
AND STEALTHY. PAY NO ATTENTION
TO WIS HORSE-LIKE BODY OR WIS
GNARLY RAT FACE... BUT TO THE
LENGTH OF WIS TAIL. It's sInewY
AND ABLE TO INSERT ITSELF,
WITHOUT DETECTION, INTO ANY
DEVICE ON THE INTERNET.
MOST=COMMONLY IN

PARTNERSHIP WITH THE PHISHER,
A SIMPLE CLICK ON A LINK TN AN
OFFICIAL-LOOKING EMAIL LETS
tHe RAT AND HIS CREW INTO
YOUR LIFE TO TURN T7
UPSIDE=DOWN. ONCE INSIDE, HE
COMPLETELY TAKES CONTROL OF
YOUR ONLINE EXTSTENCE, WHICH
HE CAN THEN MANTPULATE,
DESTROY, AND DELETE.

DALY RVARTE



4. The Future

16 DHS Critical Infrastructure Sectors

Healthcare: “"Defending YOUR Health” Next Year? Defending YOUR Wheels

' [ vﬁ"EnHmnAnvmunfs

A FORMIDABLE OPPONENT
TO THOSE WHO WANT TO
MERELY SNOOP OR THOSE

Virtual Reality Training




Thank YOU for being REAL-Life Cyber Heroes:

PRORAS:  customize conTe)

S SPEECHES | LICENSIA

www .cyberheroescomics.com

gary@cyberheroescomics.com




Around the Room

OPEN DISCUSSION I

ANY QUESTIONS ABOUT THE

AUTO-ISAC OR FUTURE TOPICS
FOR DISCUSSION?
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Closing Remarks

How TO GET INVOLVED: MEMBERSHIP

IF YOU ARE AN OEM, SUPPLIER OR COMMERCIAL
VEHICLE, CARRIER OR FLEET, PLEASE JOIN THE
AUTO-ISAC!

» REAL-TIME INTELLIGENCE » DEVELOPMENT OF BEST PRACTICE
SHARING GUIDES

» INTELLIGENCE SUMMARIES » EXCHANGES AND WORKSHOPS

> REGULAR INTELLIGENCE » TABLETOP EXERCISES
MEETINGS

» CRISIS NOTIFICATIONS > WEBINARS AND PRESENTATIONS

» MEMBER CONTACT DIRECTORY » ANNUAL AUTO-ISAC SUMMIT EVENT

To learn more about Auto-ISAC Membership or Partnership,
please contact Auto-ISAC! contact.us@automotiveisac.com

A:\ Disclosure and distribution is not limited 5 August 2020 60
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STRATEGIC PARTNERSHIP PROGRAMS

Solutions
Providers

For-profit companies
that sell connected
vehicle cybersecurity
products & services.

Examples: Hacker ONE,
SANS, I0Active,
eI

Associations

Industry associations
and others who want
to support and invest
in the Auto-ISAC
activities.

Examples: Alliance,
ACEA, ATA, JAMA,
CLEPA

I IES

Government,
academia, research,
non-profit orgs with

complementary
missions to Auto-ISAC.

Examples: DHS, NHTSA,
Colorado State, Johns
Hopkins, NCI

INNOVATOR
Paid Partnership

- Annual investment
and agreement

- Specific commitment
to engage with ISAC

- In-kind contributions
allowed

NAVIGATOR
Support Partnership

- Provides guidance and
support

- Annual definition of
activity commitments
and expected outcomes

- Provides guidance on
key topics / activities

COLLABORATOR

Coordination
Partnership
- “See something, say
something”
- May not require a formal
agreement
- Information exchanges-
coordination activities

Closing Remarks

Community

Companies interested
in engaging the
automotive ecosystem
and supporting the
community.

Examples: Summit
sponsorship —
key events

LEMEAVIEINES Disclosure and distribution is not limited
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Closing Remarks

AUTO-ISAC BENEFITS

»Focused Intelligence Information/Briefings
» Cybersecurity intelligence sharing
»Vulnerability resolution

»Member to Member Sharing

>Non-attribution and Anonymity of Submissions [l
»Information source for the entire organization
> Risk mitigation for automotive industry
»Comparative advantage in risk mitigation

» Security and Resiliency

/A _— ‘m EYEIR Disclosure and distribution is not limited 5 August 2020 62
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THANK YOU!
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OUR CONTACT INFO

Faye Francy
Executive Director

e

Sharmila Khadka
Executive Organizational
Secretary

AUTO-ISAC

Auitomentiwt Ioematon Srasng and Anllysa Ceser

A“”’l

AUTO-ISAC

Automotive Information Sharing and Analysis Center

www.automotiveisac.com
@auto-ISAC

J_ "
AUTO-ISAC

Auitomentiwt Ioematon Srasng and Anllysa Ceser

L

- ---- 9.
AUTO-ISAC

LIREAVIEINR=N Disclosure and distribution is not limited

5 August 2020 64



