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Welcome

WELCOME - AUTO-ISAC COMMUNITY CALL! IS

Purpose: These monthly Auto-ISAC Community Meetings are an
opportunity for you, our Members & connected vehicle ecosystem
partners, to:
v Stay informed of Auto-ISAC activities
v' Share information on key vehicle cybersecurity topics
v' Learn about exciting initiatives within the automotive
community from our featured speakers

Participants: Auto-ISAC Members, Potential Members, Partners,
Academia, Industry Stakeholders, and Government Agencies

Classification Level: TLP GREEN: may be shared within the Auto-
ISAC Community, and “off the record”

How to Connect: For further info, questions, or to add other POCs to
the invite, please contact Auto-ISAC Membership Engagement Lead Kim
Engles (kimengles@automotiveisac.com)

O, TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 3
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Welcome

ENGAGING IN THE AUTO-ISAC COMMUNITY S
19

. -
% JO_I“ Navigator
s If your organization is eligible, apply for Auto-ISAC membership Partners
s If you aren’t eligible for membership, connect with us as a partner
% Get engaged — “Cybersecurity is everyone’s responsibility!” 1 2
Innovator
Partners

+ Participate
s Participate in monthly virtual conference calls (15t Wednesday of month)
s If you have atopic of interest, connect our Membership Engagement
Lead, Kim Engles — kimengles@automotiveisac.com
% Engage & ask questions!

OEM Members
 Share - “If you see something, say something!”

% Submit threat intelligence or other relevant information
37 Supplier & % Send us information on potential vulnerabilities
Commercial % Contribute incident reports and lessons learned
Vehicle Members & proyide best practices around mitigation techniques

Coordination with 23

) o
Membership represent_s 99 A) critical infrastructure ISACs
of cars on the road in North through the National ISAC
America Council
—/" 1 TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 4
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ISAC Overview

AUTO-ISAC MISSION I

Mission
Serve as an unbiased information
broker to provide a central point of
coordination and communication for
the global automotive industry through
the analysis and sharing of trusted and
timely cyber threat information.

What We Do

4 =

Y = M

Intel Sharing Best Practices Partnerships
Validation,

context and
recommendations

Scope
Light- and heavy-duty vehicles,
suppliers, commercial vehicle fleets and
carriers. Currently, we are focused on
vehicle cyber security, and anticipate
expanding into IT/OT security related to
the vehicle.

Community Development
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Auto-ISAC Leadership

2020 BOARD OF DIRECTORS
EXEcUTIVE COMMITTEE (ExCOM)

Kevin Tierney Josh Davis Jenny Gilger Derek Benz Todd Lawless
Chair of the Vice Chair of the Secretary of the Treasurer of the Chair of the

Board of the Directors Board of the Directors Board of the Directors Board of the Directors Advisory Board
GM Toyota Honda Ford Continental

2020
ADVISORY
BoOARD (AB)
LEADERSHIP
Todd Lawless Brian Murray Kevin Walker Larry Hilkene
Chair of the Vice Chair of the Chair of the SAG Chair of the CAG
Advisory Board Advisory Board Aptiv cummins
Continental ZF
A ca TLP Green: May be shared within the Auto-ISAC Community. 7 January 2020 6
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Staff

2020 AUTO-ISAC STAFF

Faye Francy Josh Poster Jessica Etts Kim Engles Jake Walker
Executive Director Program Operations Manager  Senior Intel Coordinator ~ Membership Engagement Lead ~ Cyber Intel Analyst
fayefrancy@ joshposter@ jessicaetts@ kimengles@ jacobwalker@
automotiveisac.com automotiveisac.com automotiveisac.com automotiveisac.com automotiveisac.com

Michelle Menner Lisa D. Scheffenacker Julie Kirk Linda Rhodes Heather Rosenker
Organization Coordinator Business Administrator Finance Legal Counsel, Communications, Auto-Alliance
michellemenner@ lisascheffenacker@ juliekirk@ Mayer Brown heatherrosenker@
automotiveisac.com automotiveisac.com automotiveisac.com Irhodes@mayerbrown.com automotiveisac.com
o B"””“:":w.,,m”
ot This document is Auto-ISAC Sensitive and Confidential 7 January 2020 7
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Auto-ISAC Update

RECENT ACTIVITIES R

HIGHLIGHTS OF KEY ACTIVITIES IN DECEMBER
» Auto-ISAC attended

» Members Only Analyst Workshop in Novi, Ml
» Members Only Information Sharing Workshop in Novi, Ml

» Members Only Board of Directors and Affiliate Board Meetings in Novi,
MI

» Members Only All Members Meeting in Novi, Ml
» NCI Quarterly In Person Meeting in Washington, DC

LOOKING AHEAD TO JANUARY

» Auto-ISAC will be attending
» CES 2020 in Las Vegas, NV
» SANS Cyber Threat Intelligence Summit & Training in Arlington, VA
» SAE Government Industry Meeting in Washington, DC

/‘ ““““ ‘m TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 8
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AUTO-ISAC INTELLIGENCE What's Trending
WHAT’S TRENDING? I

As vehicles collect more data and become increasingly connected, protecting user
data will become a mo

-What Does Your Car Know About You? We Hacked a Chevy to Find Out: Cars have become the most
sophisticated computers many of us own, filled with hundreds of sensors. Even older models know an awful
lot about you. Many copy over personal data as soon as you plug in a smartphone. But for the thousands
you spend to buy a car, the data it produces doesn’t belong to you. (Link)

-Connected Cars — A Boon or a Bane on our Privacy: The digital revolution is not doing our privacy any
favors. A considerable amount of our lives are now dependent on the digital medium; from banking and
paying for goods and services to just finding our way around. Some of us rely on apps just to get through
the day. Naturally, technology’s evolution dictates that all aspects of our lives get on board or online, as it
were. And above all, Connectivity is the key to everything. But that also translates to giving strangers access
to a lot of your information about you. (Link)

-Police Get “Unprecedented” Data Haul from Google with Geofence Warrants: Forbes has discovered
that Google has complied with so-called geofence warrants that have resulted in an “unprecedented” data
haul for law enforcement: one in which Google combed through its SensorVault to find 1,494 device
identifiers for phones in the vicinities of the fires and then handed them over to the Bureau of Alcohol,
Tobacco, Firearms and Explosives (ATF). Privacy advocates say that geofence warrants are both overly
broad and that they endanger privacy. (Link)

-Senate's CISA Subpoena Bill Adds Privacy Protections to DHS Proposal: The Cybersecurity
Vulnerability ldentification and Notification Act of 2019 would allow CISA to subpoena subscriber information
for enterprise devices or systems... Subpoenas would be issued when the director of CISA identifies
internet connected systems with specific vulnerabilities, is unable to identify the entity at risk and "has
reason to believe" it relates to critical infrastructure. The Senate bill, which was obtained by FCW, adds a
provision not included in the original DHS proposal specifying that the authority cannot not be used for
information relating to "personal devices and systems, such as consumer mobile devices, home computers,
residential wireless routers, or residential Internet enabled consumer devices." (Link)

For more information or questions please contact analyst@automotiveisac.com

= . May be distributed without restriction. 7 January 2020 9
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https://www.washingtonpost.com/technology/2019/12/17/what-does-your-car-know-about-you-we-hacked-chevy-find-out/
https://www.financialexpress.com/auto/car-news/connected-cars-privacy-internet-connected-cars-in-india-mg-hector-hyundia-venue/1788400/lite/
https://nakedsecurity.sophos.com/2019/12/16/police-get-unprecedented-data-haul-from-google-with-geofence-warrants/
https://fcw.com/articles/2019/12/12/cisa-bill-new-authority-johnson.aspx
mailto:analyst@automotiveisac.com

DHS CYBERSECURITY AND INFRASTRUCTURE  Whats Trending
SECURITY AGENCY (CISA) I

WHAT’S TRENDING?

CYBER+INFRASTRUCTURE

For more information about DHS CISA please visit https://www.cisa.gov/

. TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 10
AUTO-ISAC


https://www.cisa.gov/

Featured Speaker

COMMUNITY SPEAKER SERIES I

Why Do We Feature Speakers?

s These calls are an opportunity for information exchange & learning
% Goal is to educate & provide awareness around cybersecurity for the connected

vehicle

What Does it Mean to Be Featured?

% Perspectives across our ecosystem are shared from members,
government, academia, researchers, industry, associations and
others.

% Goal is to showcase arich & balanced variety of topics and viewpoints

% Featured speakers are not endorsed by Auto-ISAC nor do the speakers

6 5t speak on behalf of Auto-ISAC

Practice

Guides How Can | Be Featured?
available on < If you have a topic of interest you would like to share with
website the broader Auto-ISAC Community, then we encourage you

to contact our Membership Engagement Lead, Kim Engles
(kimengles@automotiveisac.com)

1 800+ 25 Featured

Community
Participants Speakers fo date
’/‘o > TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 11
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Featured Speakers

COMMUNITY SPEAKERS o

EXAMPLE OF PREVIOUS COMMUNITY SPEAKERS

» Urban Jonson, NMFTA, Heavy Vehicle Cybersecurity Working
Group (April 2018)

» Ross Froat, American Trucking Association, ATA Cyberwatch
Program (Oct 2018)

» Dan Sahar, Vice President of Product of Upstream, 2019
Automotive Cybersecurity Report (June 2019)

» Katherine Hartman, Chief — Research, Evaluation and Program
Management, ITS Joint Program Office, US DOT (August 2019)

» Joe Fabbre, Global Technology Director, Green Hills Software
(October 2019)

» Oscar Marcia, CISSP, Eonti, Device Authentication in Auto-ISAC
as a Foundation to Secure Communications (November 2019)

Past Community Call Slides are located at: www.automotiveisac.com/communitycalls/

et TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 12
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Featured Speaker

WELCOME TO TODAY’S SPEAKER I

Amy Smith, the Manager of Pre-College Educational Programming at
SAE International. She oversees the strategic direction, development,
management and delivery of SAE’s PreK-12 formal education programs,
including the National Science Board Award winning A World In Motion®
(AWIM) program. Amy leads numerous initiatives designed to increase
STEM engagement and achievement at the PreK-12 level. These
initiatives include, Cybersecurity, software development, automated
technologies and other integrated workforce development themes. In
addition, Amy is proud to manage a staff whose purpose and passion is to
increase the number of students who pursue educational and career
paths in STEM-related fields, provide critical age-appropriate skill
development, and enhance teacher professional development.

Most recently, Amy spearheaded the development and implementation of
SAE’s Information Technology & Cybersecurity curriculum project, rolling
out the first-of-its-kind Cybersecurity: Keeping Our Networks Secure
Challenge. This, along with additional challenges currently in
development, including one with a programming focus, will provide
opportunities that could change the course of IT education.

Nine years as a high school mathematics teacher combined with
management experience within various educational organizations has
helped cultivate Amy’s passion for high-quality STEM education that helps
mold tomorrow’s workforce. Amy holds a Bachelor of Science in Applied
Mathematics and Education and a Master of Science in Instructional
Leadership.

= . TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 13
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SAE INTERNATIONAL I I I

A WORLD IN MOTION®

Hands-on Cybersecurity Education in a K-16
STEM Experience Continuum

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



WHO WE ARE

STUDENTS &
PRE-PROFESSIONALS

LIBRARIANS

EXPERIENCED
ENGINEERING
PRACTITIONERS

S

INTERNATIONAL:

ACADEMIA

YOUNG ENGINEERING
PROFESSIONALS

GOVERNMENT
REGULATORS

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



WHAT WE DO

PRE-PROFESSIONAL
DEVELOPMENT

A full continuum of preK-16
STEM outreach programing
servicing over 75,000
students every year.

<IE

MEMBERSHIP M

Over 137,000 members
worldwide collaborating
whileusing multiple
exclusivebenefits to
advance personally

and professionally

]
;

MEDIA

Magazines, eNewsleters,
custom publishing,
Tech Briefs Media Group

TECHNICAL
STANDARDS

35,000+ aerospace and
ground vehicle standards

>

INTERNATIONAL:

PROFESSIONAL DEVELOPMENT

400+ course portfolio delivered through eLearning online
and classroom courses on an individual and corporate level

ENGINEERING EVENT

Over 30 global technical

events annually for the aerospace,
automotive, and commercial
vehicle sectors

N
.I. PUBLICATIONS
100,000+ collection

of technical publications

@ FOUNDATION

Inspiring Curiosity in STEM.
Helping students succeed,
educators excel and corporations
meet their workforce, business
and social responsibility goals

by supporting the only Pre-K -
College continuum of

STEM education.

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



A WORLD IN MOTION®

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



AWIM AT A GLANCE

) * Gravity Cruiser
* Glider

Middle School * Motorized Toy Car

; * Fuel Cell
Series (6 - 8) * Cybersecurity: Keeping Our

Networks Secure

Elementary
Series (4 — 6)

« Skimmer
« JetToy

« Gravity Cruiser

« Programming Each Other

Primary Series (K-3)

* Rolling Things

* Pinball Designers

« Engineering Inspired By
Nature

« Straw Rockets

* Making Music

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



AWIM IN ACTION

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



CORE COMPETENCIES

Critical Thinking

Project
Management

Inquiry &
Analysis

A World In Motion®

Teamwork &
Collaboration

Communication

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



WHY IT EDUCATION?

Computing Occupations:
» 58% of all projected new jobs in STEM fields
» #1 source of new wages in the United States

« one of the highest-paid bachelor degrees

...yet not many schools teach computer science

Sources

SAE INTERNATIONAL®


https://docs.google.com/document/d/1gySkItxiJn_vwb8HIIKNXqen184mRtzDX12cux0ZgZk/pub

AWIM IT SOLUTION

Partnering with General Motors, SAE developed:
* Fun, hands-on activities designed to build strong IT foundation

« “Unplugged” explorations enable students to comprehend and apply
computational thinking free of resource limitations

« Collaborative lesson structure that promotes teamwork, creative problem-
solving, and critical thinking

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



PROGRAMMING EACH OTHER

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



INTRODUCING THE CHALLENGE

REPRODUCIBLE MASTER 1.1 (1 OF 2). SCIENCE NOTEBOOK
Name Date.
Letter from CodeWorks Publishing

el
Dear Students:

We need your helpl CodeWorks Publishing is working with a famous
author, Al Gore Rythim, who is writing a book to teach young children
about programming. Programming is important because it allows us to
use machines to do tasks that are really difficult, boring, or repetitive.
The main character is an absentminded programmer, H. T. Mel,

who keeps writing programs for his robot that aren’t quite right. The
programs look okay fo H. T., but when the robot tries fo follow them,
things go hilariously wrong!

Quc . bl hock o

REPRODUCIBLE MASTER 1.1 [2 OF 2): SCIENCE NOTEROOK

Name Date

® With your team, choose an everyday task—such as following a recip{
or carrying out a simple chore—that you'd like to write a program fo
The task should be interesting and complex enough to provide both
an absent-minded program that can go wrong and a well-thought-out
program that can go right

® Write your absentminded program and describe how it goes wrong

® Write your well-hought-out program and describe how it fixes the
Lmindad on

Name Date
Codeworks Publishing Idea Planner [

Action Ready (¥)

. Discuss the ideas you've had for programs that would
be fun and interesting to include in the CodeWorks
Publishing bock.

. Choose an interesting yet complex task to use for your
Lo bl

S

Learn how to break down a task into logical steps
Think about how a program would change if you had to do a task a different way
Write an absent-minded program for an everyday task and describe how it goes wrong

Write a well-thought-out program and describe how it fixes the problems of the absent-minded one

SAE vl © 2015

TMerent way —say, instead of taking your usual route to school, you
have o make a detour, or instead of making just one sandwich, you
need to make 24 sandwiches for all of your friends.

8 1 introducing the Frogramming Each Other Challenge

Foveatl &2, Ve
Pascal B. Asic
resident, CodeWorks Publishing

1 Introducing the Programming Each Other Challonge

SAE iarairal @ 2019

class. Your presentation should be about 5 minutes
long. You could use PowerPoint, make a poster, shoot
a video, wrile and perform a skit, or do something else
entirely.

5. Decide which member of your team will present which
parts of the presentation.

6. Think about the types of questions your audience might
have and consider how your team would answer those

questions.

14 1introducing the Programming Each Other Challenge

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE
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EXPLORING BASIC PROGRAMMING

REPRODUCIELE MASTER &.2: TEAM PORTFOUIC

Name Date.

StUdentS erte progra‘ms to SyStemat|Ze Programming with varables .

everyday activities | .

Our varigbles are:

Loop Example
nupmber of colors colors " —T.'glﬁﬂ &
Tasks increase in complexity with each | 0L

e ——" - ¥

ra
1

tep 2. Name Date.
3

activity to introduce fundamental concepts, | . - )
including: C = S ;:i 3
‘ ; /J | (e

« Conditional Statements SR, Z |

« Loops

* Variables

* Parallelization "

Return

* Error handling § §._y| totep?

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



OPTIONAL TECH EXTENSIONS

Activities include optional tech extensions and supporting videos for students to
apply their knowledge

Blockly Games : Maze 2 10

Insertion sort

9 tum T\ f
v v v \d
a 1 2 3 4 5 6 7

Move cards to the right to open the correct space for the stered card

facebook.each do |user|

user.send_message "Happy Birthday"

end

L

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



STUDENT PRESENTATIONS

Teams first present absent-minded
program

« Explain how program can go wrong

Teams then present companion program

« Explain how program completes task
correctly and efficiently

* Include explanation of programming
techniques used

REPRODUCIBLE MASTER 8.1: TEAM PORTFOUO
Name Date.

Checklist for Qur Project

Choose an activity for your program.

With your teammates, think about all the steps that need
to be done to complete this aciivity.

Turn the steps info instructions for a robot. Remembss, these
insiructions should NOT be perfect.

Test your program

IF your program waorks too well, think about how you
could make it a litle more absentminded or “buggy.”
Revise your program to add some more issues

oll-Thought-Out Program Read

Part

Test your absentminded program with your team again

Make notes of where the program could cause the robot
to make mistakes

Fix your program so it functions properly.

Test the insiructions again.

Is your program as efficient as it could be?

Have you used ol the pragramming fachniques you leamed fo
creais the best program possible, including writing precise instruc-
tions, breaking down o problsm into smaller parts, employing
loops, using iEthen-else siotements [condifionals), and debugging?
Make final changes to your program and test it one last
time

1128 Programeming Our Absest-Minded Task

REPRODUCIBLE MASTER 9.3 [1 OF 2j- TEAM PORTFOUC
Name Date

Checklist for Our Final Presentation

Usa this checklist o plan your final preseniation fo CodeWorks Publishing. As
your taam complates sach task, put a check (] in the righthand column.

Action Ready ()
Discuss tha ideos you've | Our ideas:
hod for pragrams that
would be fun ond inter-
esting fo include in the
Ccdeqi\‘orks Publishing

book.

)

. Choose an interesting | Qur chosen task:
yet complex task to vse
for yaur programming
challenge

=

Make versions of your two programs that you can present to
your classmates. You can use presentation software, chart
paper, or another method you dream up. Remember that you
need fo have four fhings
a. An absentminded version of the program o

n explanation of the places where the program goes w
b A of the places where the program gaes wrong |E.
& Awellthoughtout progrom .

d. An explanafion of what programming fechniques you used in |d
the working pragram

9 Making Our Program Werk 123

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE




CYBERSECURITY: KEEPING OUR
NETWORKS SECURE

AAAAAAAAAAAAAAAAA



INTRODUCING THE CHALLENGE

Letter from Jupiter Motors _9

Dear Shidents Morme Date,
We need your help Jupiter Motors, Inc., is developing a new driverless .
th ket o ol f nt yor. Unicrnaihy, ot worfocus g Marketing Idea Planner and
concern about the security. s ok, Becmis o s ocabes W] R L — Date.
ol divn or lad o hockrs coud ke cve i coswhie
the inkent 10 3cbologe them or drive them off the roa Why Is Network Security Impor|
As superusars of ndo'ymp-;phhv-uaom‘nﬂw anda Use this planner fo o mrkefing plen with your fam. As e i
technelogy that our farget market (drivers ages 35-55) does not. That's an X in tha right-hand mmm«mm;pamsmdy
Oe Jupiter Molors markefing leam is seeking fresh ideas from young ped
your help fo d-nl: ‘marketing materials #hat will moke our target marke] Answer the following questions:
about the security of driverless cars. Task 1. Whattypes of things do you know cbo that use tha Infern
Wo suggest hat your tearm okes the following steps o help us 1. Collact all the work you do ovar he courta of he project. Angwa the Fllowing questions:
1. Lo how information moves aver the lnfenet. 1. What aro same ather systams lhat need fo ba kept secura like Jupiler Mofars® communicafions
el e i " 2.In your Science Nalebook, keep frack of any houghts or 144 " it e 4 "
2. Laan as much as you can about how that information stays safe v oy oy el h their canst
3. Think how you can explain 1 our intended audience what 3 :: ,uw’-umMmhlllgF\anfnlm keep hrack u'yallr\mml
Tt o aclieiss you'va
0 i v b A o s Y 1 M..zx:s....m‘.:m your markefing \dmh\ﬁlllnhshllmmg o]
a TV commarcial, @ website, a podcast, or  saries of social med] equires itlle pri d n thisa what information hesds "
Instagram ports, e ). Remembee. Chossa the medium that you ) ok fea e ol smcure abonst s syt et nfron eods o be gt et
the audsence you're frying to r o people feol sale and scure aboud he securly o 2. Why doyou think it would be important for thass commumi

U How information flows through the internet

U How the internet keeps information flowing in case of failure

U How information is kept secure—both where it is stored and while it is being
transmitted

U How systems know what information and data can be trusted

o 3

Raprodecibl Mot 13

e i 0 017

Roproductle Maskr 1.2

o 1imresueng e crassnge Rapraducle Msstr 1.4

18 1 lnbradusing the Chalengs

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



MODELING THE INTERNET

TCP (Transmission Control Protocol) and IP (Internet Protocol)

Hands-on simulations using physical classroom models help students better understand:
 How messages are addressed and routed on the internet

* How the internet is able to overcome system failures.

1 Sender, 1 Recipient 2 Senders, 2 Recipients, Bad Nodes

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE


https://360.articulate.com/review/content/7538c320-9a67-4966-a9f3-f9b0bb7cdd9a/review
https://360.articulate.com/review/content/cca0bdd9-45ae-4635-94f1-1ba86891960b/review

DECIPHERING MESSAGES

Ancient cultures secured messages using cryptography, the art of writing then
deciphering codes.

Scy@ale _ Cipher Wheel
(Transposition Cipher) (Substitution Cipher)

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE


Using a Scytale.mp4

STUDENT MARKETING PRESENTATIONS

Name. Date,

Students develop marketing plans for Presentation Planner and Checkist
Jupiter Motors to: o ottt i o o o i

include visual aids, such as posters, llustrations, or projections from a computer. As your feam
completes each fask, put an X in the right-hand column fo show that this part is ready.

« Demonstrate learning gained from

Si m u I ati 0 n S L"Jlfffi.?n’!"ﬁ;mkfitﬂf"i? ;:i:sst‘r‘;l)@ a list of those things below [use the
[ ] ! i 2. Determine the ferm that your marketing idea will take (a website, podcast,
ress ouyers

video, newspaper ad, or something else).

t We chose fo create a
Se C U rl y 3. Create a script or storyboard for your idea. Make sure fhat you include:

» An explanation of why you chose this medium (poster, brochure,
podcast, video, website, efc.] for your marketing campaign

» Plan presentations and understand

. . . ¥ A discussion of how the feam's work over the course of fhe unit factored
b d I d d b into the development of fhe campaign
Scoring pased on Inciuaea rupnric T Do s il st oach prt o yoo s

5. Revise your script or sforyboard fo maich your final plan.

6. Think about the typs of quastions hat your audienca might have, and
consider how your team would answer those questions.

7. (Optional] Create visuals fo support your presentation.

SAE nfan aional @ 2017

Reproducible Master 9.1

9 Devsioping Marksting ldeas

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



COLLEGIATE DESIGN SERIES™

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



CDS AT A GLANCE

* SAE Aero Design

* AutoDrive Challenge™

*Baja SAE

* SAE Clean Snowmobile
Challenge

* Formula Hybrid

* Formula SAE®

* Formula SAE® Electric

* SAE Supermiliage

\

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



AUTODRIVE CHALLENGE™

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



AutoDrive Challenge™

SAE International and General
Motors has recently partnered in
the development of the
AutoDrive Challenge™.

SAE INTERNATIONAL®

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



AutoDrive Challenge™

AutoDrive is a four year (2018-2021) collegiate autonomous vehicJ::‘ competition that

challenges university teams of students in:
« Computer science
* Mechanical/electrical
« Software engineering

Students develop mobility software and show their progrsion of sensor fusion on
their donated Chevrolet Bolt EV.

Teams also integrate the latest technology sensors and tools into an SAE J3016
Level 4 Automated Vehicle.
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AutoDrive Challenge™

INTERNATIONALs

SAE J3016™ LEVELS OF DRIVING AUTOMATION
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FOR MORE INFORMATION,

PLEASE VISIT:
SAE.ORG/LEARN/EDUCATION

OR CONTACT ME AT:
AMY.SMITH@SAE.ORG

AAAAAAAAAAAAAAAAA



Around the Room

OPEN DISCUSSION I

ANY QUESTIONS ABOUT THE

AUTO-ISAC OR FUTURE TOPICS
FOR DISCUSSION?

-—/‘?\ TLP WHITE: May be shared within the Auto-ISAC Community. 7 January 2020 40
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Closing Remarks

EVENT OUTLOOK I
Auto-ISAC Community Call*** Jan. 8, Telecon
CES 2020*** Jan. 7-10, Las Vegas, NV
WSJ Pro Cybersecurity Symposium Jan. 9-10, San Diego, CA
SANS Cyber Threat Intelligence Summit & Training Jan. 20-27, Arlington, VA
OWASP AppSec California 2020 Jan. 21-24, Santa Monica, CA

SAE / NHTSA Government/Industry Cyber Security Workshop*** Jan. 21, Washington, DC

SAE Government Industry Meeting*** Jan. 22-24, Washington, DC
Washington Auto Show Jan. 24-Feb.§éWash|ngton,
SAE Hybrid and Electric Vehicle Technologies Symposium Jan. 28-30, Pasadena, CA
ATA Executive Committee Meeting (Members Only) Jan. 29-31, Hollywood, FL
. **For full 2019 calendar, visit www.automotiveisac.com 7 January 2020 41
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https://www.ces.tech/Logistics/Register-Now.aspx
https://www.cyberreadinessinstitute.org/wsj-cybersecurity-symposium
https://www.sans.org/cyber-security-summit/events
https://2020.appseccalifornia.org/
https://www.sae.org/servlets/techSession?EVT_NAME=GICYSE&GROUP_CD=TSESS&SCHED_NUM=306433&tab=sessionDetails&REQUEST_TYPE=SESSION_DETAILS
https://www.sae.org/attend
https://www.washingtonautoshow.com/
https://www.sae.org/attend/hybrid
http://www.trucking.org/Events.aspx
http://www.automotiveisac.com/

Closing Remarks

How TO GET INVOLVED: MEMBERSHIP

IF YOU ARE AN OEM, SUPPLIER OR COMMERCIAL
VEHICLE COMPANY, NOW IS A GREAT TIME TO JOIN
AUTO-ISAC!

REAL-TIME INTELLIGENCE » DEVELOPMENT OF BEST PRACTICE
SHARING GUIDES

INTELLIGENCE SUMMARIES > EXCHANGES AND WORKSHOPS
REGULAR INTELLIGENCE > TABLETOP EXERCISES
MEETINGS

CRISIS NOTIFICATIONS > WEBINARS AND PRESENTATIONS

MEMBER CONTACT DIRECTORY » ANNUAL AUTO-ISAC SUMMIT EVENT

To learn more about Auto-ISAC Membership or Partnership,
please contact Kim Engles (kimengles@automotiveisac.com).

AUTO-ISAC
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STRATEGIC PARTNERSHIP PROGRAMS

Solutions
Providers

For-profit companies
that sell connected
vehicle cybersecurity
products & services.

Examples: Hacker ONE,
SANS, IOActive

Associations

Industry associations
and others who want
to support and invest
in the Auto-ISAC
activities.

Examples: Auto Alliance,
Global Auto, ATA

Affiliations

Government,
academia, research,
non-profit orgs with
complementary
missions to Auto-ISAC.

Examples: NCI, DHS,
NHTSA

INNOVATOR
Paid Partnership

- Annual investment
and agreement

- Specific commitment
to engage with ISAC

- In-kind contributions
allowed

NAVIGATOR
Support Partnership

- Provides guidance and
support

- Annual definition of
activity commitments
and expected outcomes

- Provides guidance on
key topics / activities

COLLABORATOR

Coordination
Partnership
- “See something, say
something”
- May not require a formal
agreement
- Information exchanges-
coordination activities

Closing Remarks

Community

Companies interested
in engaging the
automotive ecosystem
and supporting -
educating the
community.

Examples: Summit
sponsorship —
key events

TLP WHITE: May be shared within the Auto-ISAC Community.
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Closing Remarks

AUTO-ISAC BENEFITS

»Focused Intelligence Information/Briefings
» Cybersecurity intelligence sharing
»Vulnerability resolution

»Member to Member Sharing

»Non-attribution and Anonymity of Submissions
» Information source for the entire organization 7
»Risk mitigation for automotive industry
»Comparative advantage in risk mitigation

» Security and Resiliency
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OUR CONTACT INFO I

Faye Francy Josh Poster
Executive Director o Program Operations o
ﬂﬁ'__ - Manager =J__ T
AUTO- IEAC AUTO- IEAC
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Jessica Etts Kim Engles —
Senior Intel Coordinator I Membership Engagement :J__ -y,
e lead 'AUTO-ISAC
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